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Agenda
● Stabilizing Aging IT Systems (Tech Debt) Status & Updates 

○ Phase 1

○ Phase 2

● Google Gemini Pilot

● Rules Portal AI Pilot 

● Bill Implementation Updates

○ HB24-1402

○ SB24-224

○ HB24-1136
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Tech Debt Remediation
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Tech Debt Funding (as of August 30, 2024)
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Stabilizing Aging IT Systems (Tech Debt)

Program Budget

Actual 
Expenses 
(Spent)

Encumbrances 
(Obligations) Total ($) Total (%)

Decommission Mainframe $29,952,823 $19,090,198 $8,351,231 $27,441,429 91.61%

Exit eFORT and Cloud Migration $23,213,690 $14,300,178 $2,339,163 $16,639,341 71.68%

ITSM and ITAM $2,140,344 $2,334,819 $0 $2,334,819 109.09%

Salesforce Security - Complete $1,638,166 $1,319,477 $0 $1,319,477 80.55%

Administrative Support $919,392 $1,304,431 $0 $1,304,431 141.88%

Enterprise Identity-Security $8,479,829 $3,073,452 $2,974,725 $6,048,177 71.32%

IT ServiceHub Phase 3 $2,044,312 $1,183,142 $482,964 $1,666,106 81.50%

Total $68,388,556 $42,605,697 $14,148,083 $56,753,780 82.99%



Stabilizing Aging IT Systems

In July 2022, OIT began working with our agency partners to remove older and 
insecure technology from the state environment and create a new foundation 
that will allow us to build the capacity to advance digital government services. 

Since then, the work that we have done has:
● Reduced or eliminated the cost of maintaining legacy technology. 
● Made state systems more resilient and secure.
● Reduced system outages. 
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Phase 1 Projects

eFORT Relocation & Cloud Migration 
● eFORT Relocation (Exit eFORT)
● Cloud Migration
● CORE Network Refresh 

○ Data Center CORE Equipment Upgrade - Complete
○ Identity Services Engine (ISE) - Complete
○ Network Security & Internet Bandwidth - 

Complete
○ Phone System Replacement - Complete
○ Session Initiation Protocol (SIP) - Complete

● Windows 2008 & 2012 Retirement/Upgrading SQL 
Servers

● Storage Renewal - Complete

Mainframe 
● Mainframe Migration & Stabilization - Complete
● ACSES
● Managed File Transfer (MFT)
● Electronic Benefit Transfer (EBT)
● SVES 
● SIDMOD

Remediating Salesforce Vulnerabilities & Asset Management 
Projects - Complete 6



Exiting the eFORT Data Center
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June 30, 2022 
145 occupied racks in 

the leased eFORT 
Data Center. 

On target to be out of eFORT Data 
Center by Jan. 2025 

Sept. 1, 2024
37 occupied 
racks, a 74% 
reduction!

Status: 85% complete 

Exiting 
eFORT saves 
over $1.5m 
annually!



Exiting eFORT Data Center & Cloud Migration Program
Project Status: 50% Complete
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Core Network 
Refresh Projects

Project team is updating the 
existing network equipment, 
firewalls and wireless 
controllers to ensure network 
infrastructure is up-to-date and 
secure.
60% Complete

Windows 
2008/Windows 2012 
Server Projects

OIT successfully 
decommissioned or migrated 
140 of the 169 total Windows 
2008 servers. 
83% Complete 

OIT successfully 
decommissioned or migrated 
471 of the 727 total Windows 
2012 servers.
 66% Complete

Network & Security 
Optimization 
Projects

Securing & updating network 
services by implementing 
dedicated firewall, increasing 
internet bandwidth and 
replacing outdated phone 
service infrastructure. 

67% Complete



Automated Child Support Enforcement System (ACSES) 
Improvements 
Project Status: 92% Complete
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Project Completion

Estimated Completion: 

December 2024

ACSES Phase 2

Move ACSES production 
environment to the cloud.

Improve & Enhance 
ACSES - Complete

ACSES production moved to 
Lakewood Data Center. The test 
& development environments 
moved to the cloud.

Establish Redundancy - 
Complete

Redundancy should a failure 
occur at the Lakewood Data 
Center. Project supports eFORT 
Data Center project.
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Mainframe Stabilization Program 
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Electronic Benefit 
Transfer 
application (EBT)
98% Complete

State Verification 
Exchange System 
(SVES) Remediation

27% Complete 

State ID Number 
(SIDMOD) 
Remediation

89% Complete 

Mainframe Stabilization Program projected completion date June 2025 

TIBCO 
Cyberfusion 

application replaced 
with TIBCO MFT to 
remain compliant 
with SSA and IRS - 

COMPLETE!

The systems that ensure Coloradans receive life sustaining benefits.



● Enterprise Identity Services (Innovation) 

○ Enterprise Identity Services 

○ One Identity Suite Stabilization

○ Statewide Active Directory Assessment 

● ServiceHub Enhancements (Phase 3)

○ ServiceHub Telecom Management 

○ ServiceHub Event Management

○ ServiceHub Cloud Insights 

Phase 2 Projects
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Tech Debt Phase 2
Enterprise Identity Services (Innovation) Program

Goal: Improve Identity Manager, the platform state agencies use to grant access to 
the systems employees use daily. 

Value: Provide a state-of-the-art identity and security management solution to 
better protect state data.
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Next steps: User 
Acceptance 

Testing in Oct. 
2024!

● Aug. 2024: Identity Manager was successfully 
upgraded to allow the building of future 
enhancements. 

● Active Directory cleanup in progress. Includes 
removing dormant accounts & setting up the system 
for future success.
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Identity Services Improvements 

IAM Agency Requests SLA Reduction

• Better Internal Processes: Visualizing work in 

progress, identifying bottlenecks and ensuring 

increased throughput

• Improved ServiceHub Integration: Upcoming 

automation will further reduce SLAs
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Identity Services Improvements 
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• Better Internal Processes: Visualizing work in 

progress, identifying bottlenecks and ensuring 

increased throughput

• Improved ServiceHub Integration: Upcoming 

automation will further reduce SLAs



Tech Debt Phase 2
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ServiceHub Telecom Management 

Goal: Help state agencies track and manage state-owned telecom assets like voice, 
data and video tools more efficiently and effectively. 

Value: Saves agencies money and time while providing better visibility into current 
and future inventories and opportunities for cost savings.

● Approximately 58% of functionality has been delivered & tested for use. 
○ Features are focused on accounting, procurement & vendor management

● On track to complete by the end of fiscal year! Next steps: Agency 
collaboration on 
process changes 

and SME approvals



Artificial Intelligence  
Pilot
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● Gemini Pilot began Aug. 5 with Resultant 
to guide agencies toward responsible 
GenAI use in a safe, facilitated 
environment. 

● Gemini was chosen for its advanced 
features and alignment with our goals.

Google Gemini Pilot
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Gemini Pilot Summary
● Our goals

○ Foster GenAI literacy
○ Empower skilled, responsible use
○ Cultivate collaboration
○ Ensure compliance

● Participants required to be actively engaged
○ Sign and acknowledge agreement
○ Complete InnovateUS training
○ Provide feedback on each tool (e.g., Docs, Gmail) via 3 surveys/week 
○ Participate via Google Space, Community of Practice, office hours
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Pilot Participants Actively Engaged
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03
● Monday emails - avg. 83% open rate
● TechU #1 visited webpage with 2,300 pageviews 
● Weekly CoPs & office hours avg. 40-60 attendees
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● Weekly Community of Practice (CoP) 
● Weekly office hours
● Daily Google Space discussions

150 Licenses01
● All agencies represented
● Pilot engagement closely monitored; inactive 

participants replaced 

Collaboration 
Opportunities

Active Engagement



Google Workspace Integration

Seamless 
integration & 
ease of adoption

Google 
Workspace
State employees are 
familiar with how to use 
Google tools since 
executive branch agencies 
use it as their productivity 
tool

Vendor Support
Strong existing partnership 
with Google and Resultant 
(Gary the Google Guy)

Built-in Security
No need to update AUP 
(education and training 
still necessary)

Procurement 
Approval
Procurement has already 
reviewed and approved 
terms and conditions.
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Accessibility Friendly 
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● Features include
○ Image descriptions
○ Simplified language
○ Document summaries
○ Focus assistance
○ Real-time captioning
○ Predictive text

Being neurodivergent…

“I faced challenges impacting my work and life. The Gemini Pilot 
has been transformative, enabling me to complete tasks faster 
and accomplish those previously impossible. It's empowered me to 
connect with a community, become a leader and overcome the 
isolation I once felt.”

Being visually impaired…

AI improves the lives of blind people in many ways. One example 
was a text description of the ocean that was so beautiful, one 
participant felt like they could ‘see’ it. 



Next Steps
● The pilot will conclude on October 22, 2024

○ Review findings and reaffirm key takeaways, including risks
○ Consider additional preparations needed for wider use
○ Create recommendations for use

● OIT will continue to explore potential applications of GenAI, for larger 
projects and individual productivity assistance
○ Read.ai, ChatGPT4, Gemini Advanced, etc.
○ Scoping solutions and fielding ideas across multiple agencies
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Bill Implementation 
Updates
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Evaluation of Colorado Department of Higher 
Education Information Technology

HB24-1402

OIT evaluation of CDHE’s IT functions & 
services to assess possibilities of 
consolidating existing IT functions & 
services.

● OIT teams provided questions for 
evaluation to vendor on 9/6/24 

● Final report of evaluation findings due 
11/1/2024

● Next steps
○ Onboarding vendor 
○ OIT & CDHE teams will evaluate 

questions and answers to inform 
assessment 
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Creating an IT Lifecycle Plan

● Meeting with and soliciting feedback 
from key stakeholders 
○ Statewide - Controllers, Budget 

Directors, CFOs, IT Directors, 
Executive Directors and other agency 
subject matter experts

● Working with all agencies in all 
branches of government, including 
those with independent IT structures

● Public rulemaking hearing in November

SB24-224
Mitigate Future State Technology Debt
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Specifically, the CIO is tasked with posting a 
standard that impacts social media 
companies

● We have had initial conversations with 
COAG, CDPHE, and CDE, on the 
sequence and steps to implement

HB24-1136
Healthier Social Media Use by Youth
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Questions
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