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November 2, 2015

The Honorable Tim Neville

Chair, Joint Technology Committee
Colorado State Capitol

Denver, Colorado 80203

RE: OSPB Submission of FY 2016-17 Prioritized Information Technology Requests

Dear Senator Neville:

As required by Section 24-37-304 (1) (c.5) (I) (B), C.R.S., please find attached the Governor’s
Office of State Planning and Budgeting (OSPB) prioritization of Executive Branch information
technology budget requests for FY 2016-17. This submission includes two binders, both of
which are provided to the Joint Technology Committee (JTC) staff. The binders contain the
requests for state departments except the Department of Higher Education.

This November 2 package includes the following:

e A prioritized list of information technology projects;

e An updated assessment of the need for a General Fund transfer into the Capital
Construction Fund, applying forecast assumptions based on an average between the
OSPB and Legislative Council economic forecasts from September 2015.

OSPB has recommended only four information technology projects for funding in FY 2016-17.
This recommendation will continue projects begun in FY 2015-16, and represents the fullest
extent to which available revenues will support information technology expenditures.

Please feel free to contact my office at (303) 866-3317 with questions or concerns. At the
Committee’s request, I am available to present any necessary information at a future meeting.

Thank you for your consideration of these important requests.

Sincerely,
Henry Sobanet
Director

200 E. Colfax Ave, Room 111, Denver, Colorado 80203 P 303.866.3317 |
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cc: Representative Max Tyler, Vice-Chairman, JTC
Representative Jonathan Singer, JTC
Representative Jack Tate, JTC
Senator Linda Newell, JTC
Senator Beth Martinez Humenik, JTC
Ms. Jessika Shipley, JTC Staff
Mr. Matt Becker, JTC Staff
Mr. Matt Kiszka, JTC Staff
Mr. John Ziegler, JBC Staff Director
Mr. Alfredo Kemm, JBC Staff
Mr. Kevin Netmend, JBC Staff
Mr. Erick Scheminske, Deputy Director, OSPB
Ms. Andrea Day, OSPB Staff

200 E. Colfax Ave, Room 111, Denver, Colorado 80203 P 303,866.3317




Forecast Forecast

FY 2016-17 FY 2017-18
Uncommitted balance from prior year and transfer from HB13-1020 SO S0
Inte yal P Age 1.15% 1.15%
Non-CERF transfers into CCF during 2010 session S0 S0
Interest from Prior Year $2,932,329 $948,830
Funds available $2,932,329 $248,830
Capital Construction Projects
Level | Controlled Maintenance (510,250,821) ($20,000,000)
Level Il Controlled Maintenance $0 S0
CDOT Transportation Projects (5500,000) ($500,000)
MHI -Suicide Risk Mitigation Projects (51,867,586) 50
DYC Facility Refurbishment far Safety and Risk Mitigation, Modernization ($3,689,500) ($5,517,550)
GTLRR Locomotive ($300,000) S0
CSU Chemistry Building Addition ($12,471,940) 50
UNC Campus Commons ($15,000,000)
Colarado Mesa University , Health Science, Nurse Practitioner ($9,230,212)
Pueblo Community College, Davis Academic Building, Capital Renewal (55,807,143) 50
Adams YSC Replacement ($3,000,000) ($14,845,503)
Public Safety Communications Network Microwave Infrastructure (511,193,784) ($11,193,784)
Jones and Palmer Halls Renovation, School for the Deaf and Blind (57,600,185)
Subtotal Capital Projects Approved For Funding ($80,911,171) (552,056,837)
Transfer bill
Information Technology Projects
DOC Offender Management Info Syst. S0 {$10,487,960)|
Modernizing Child Welfare Care Mng Sys. (54,709,617) ($4,709,617)
Interoperability {51,061,188) ($1,061,188)
Subtotal IT Projects Approved For Funding and Supplementals ($5,770,805) ($16,258,765)
All Projects (586,681,976) (568,315,602)
Remaining in CCF after FY 2015-16 Senate Bill 09-228 Transfer §25,231,711
General Fund Need OSPB $58,517,936 $68,315,602
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Attachment A: Fiscal Affairs and Audit Standing Committee Recommended FY 2016-17 State Funded Capital Priorities

Priority Inst Project Name Prior Current Request (Out Year Requests | Total Cumulative Number of
Appropriations (Summed Across Current State  [Projects
All Years if Funds
Multiple Years)
CCF $38,694,678 $12,471,940 $0 851,166,618 $12,471,940
Continuation 1 CSU-FC Chemistry Phase III CF $5,400,000 $0 $0 35,400,000 1
TF $44,094,678 $12,471,940 $0 $56,566,618
CCF $20,000,000 $0 $0 320,000,000 $12,471,940
. . MSU- Aecorospace Engineering
Continuation2 1, "o+ Sciences Building CF $16,404,160 $23,595,840 $0 $40,000,000 2
TF $36,404,160 $23,595,840 $0 360,000,000
CCF $3,000,000 $9,230,212 $0 812,230,212
Continuation 3 CMU Health Sciences CF $0 $2,505,000 $0 $2,505,000 $21,702,152 3
TF $3,000,000 $11,735,212 $0 314,735,212
CCF $23,000,000 $15,000,000 $38,000,000 $36,702,152
Continuation 4 UNC Campus Commons CF & FF $21,030,740 $14,502,929 835,533,669 4
TF $44,030,740 $29,502,929 $0 373,533,669
CCF $3,569,619 $5,807,143 $0 $9,376,762 $42,509,295
Continuation 5 PCC Davis Academic Building |CF $0 $0 $0 $0 5
TF $3,569,619 $5,807,143 $0 $9,376,762
Larimer Campus Health CCF $0 $19,657,338 319,657,338 $62,166,633
1 FRCC Care and Career Center CF $0 $6,906,633 $6,906,633 6
TF $0 $26,563,971 $0 326,563,971
ucC- CCF $0 $22,800,000 $22,797,598 845,597,598 $84,966,633
1 Anschutz  Interdisciplinary Building [CF $0 $30,823,115 $43,579,287 874,402,402 7
TF $0 $53,623,115 $66,376,885 $120,000,000
UC-Boulder Aerospace Engineering CCF $0 $4,834,369 $23,456,347 828,290,716 $89,801,002
3 Science Building CF $0 $668,931 $51,440,353 852,109,284 8
TF $0 $5,503,300 $74,896,700 380,400,000
CSM CCF $0 $6,021,857 $17,829,014 $23,850,871 $95,822,859
4 Green Center Renovation [CF $0 $0 $35,776,306 335,776,306 9
TF $0 $6,021,857 $53,605,320 359,627,177
CMU Computer Science and CCF $0 $5,000,000 $18,483,207 823,483,207 $100,822,859
5 Engineering Building CF $0 $2,462,688 $6,859,828 $9,322,516 10
TF $0 $7,462,688 825,343,035 332,805,723




Priority Inst Project Name Prior Current Request (Out Year Requests Cumulative Number of
Appropriations (Summed Across Current State  [Projects
All Years if Funds
Multiple Years)
CSU-FC Warner College of CCF $0 $10,000,000 $0 810,000,000 $110,822,859
6 Natural Resources CF $0 $10,817,437 $0 810,817,437 11
TF $0 $20,817,437 $0 320,817,437
PPCC Student Learning CCF $0 $4.,847,735 $0 34,847,735 $115,670,594
7 CF $0 $1,703,260 $0 81,703,260 12
TF $0 $6,550,995 $0 36,550,995
CCD Technology Infrastructure [CCF $0 $993,179 $0 $993,179 $116,663,773
8 CF $0 $348,955 $0 $348,955 13
TF $0 $1,342,134 $0 81,342,134
WSCU CCF $0 $10,724,584 $0 $10,724,584 $127,388,357
8 Savage Library CF $0 $200,000 $0 $200,000 14
TF $0 $10,924,584 $0 $10,924,584
oJC Agricultural Sciences CCF $0 $1,393,800 $0 $1,393,800 $128,782,157
10 Building CF or FF $0 $400,000 $0 $400,000 15
TF $0 $1,793,800 $0 $1,793,800
10 ACC Learning Commons CCF $0 $1,748,166 $2,239,173 33,987,339 $130,530,323
CF $0 $614,221 $786,736 831,400,957 16
TF $0 $2,362,387 $3,025,909 35,388,296
12 AHEC King Center Renewal CCF $0 $41,370,000 $0 341,370,000 $171,900,323
CF $0 $420,000 $0 $3420,000 17
TF $0 $41,790,000 $0 341,790,000
ASU CCF $0 $4,314,450 $0 834,314,450 $176,214,773
13 Plachy Hall Renewal CF $0 $0 $0 $0 18
TF $0 $4,314,450 $0 834,314,450
CSU-FC CCF $0 $4,527,223 $20,068,278 324,595,501 $180,741,996
14 Shepardson Renovation |CF $0 $0 $9,000,000 39,000,000 19
TF $0 $4,527,223 $0 333,595,501
ASU CCF $0 $13,865,176 $0 813,865,176 $194,607,172
15 Nielsen Library
Renovation CF $0 $0 $0 $0 20
TF $0 $13,865,176 $0 313,865,176
CCF $194,607,172
Twenty Project Cutoff for OSPB CF $95,969,009
TF $290,576.181
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Priority Inst Project Name Prior Current Request (Out Year Requests | Total Cumulative Number of
Appropriations (Summed Across Current State  [Projects
All Years if Funds
Multiple Years)
CMU Performing Arts CCF $0 $8,007,041 $0 $8,007,041 $202,614,213
16 Renovation CF $0 $787,456 $0 $787,456 21
TF $0 $8,794,497 $0 38,794,497
CMU CCF $0 $6,256,888 36,256,888 $208,871,101
17 Trigeneration CF $0 $618,814 $618,814 22
TF $0 $6,875,702 $0 36,875,702
CSU-P CCF $0 $16,519,873 $0 816,519,873 $225,390,974
18 Psychology Building CF $0 $0 $0 $0 23
TF $0 $16,519,873 $0 316,519,873
CSU-P Information Technology CCF $0 $3,944,430 $0 $3,944,430 $229,335,404
19 Upgrades and Security CF $0 $0 $0 $0 24
TF $0 $3,944,430 $0 $3,944,430
UNC Wireless and Network CCF $0 $3,123,300 $0 83,123,300 $232,458,704
20 Infrastructure Upgrade CF 50 30 50 50 25
TF $0 $3,123,300 $0 83,123,300
UCD CCF $0 $45,114,407 345,114,407 $277,573,111
1 Engineering and Physical [CF $0 $15,000,000 815,000,000 26
Sciences Building
TF $0 $60,114,407 $0 360,114,407
UCCS Engincering and Physical CCF $0 $7,551,960 $22,827,394 330,379,354 $285,125,071
22 Sciences Building CF 50 30 50 %0 27
TF $0 $7,551,960 $22,827,394 330,379,354
LCC CCF $0 $644,400 $0 $3644,400 $285,769,471
23 Technology Infrastructure [CF $0 $0 $0 $0 28
TF $0 $644,400 $0 3644,400
oJc Technology Infrastructure CCF $0 $637,500 $0 637,500 $286,406,971
23 I CF $0 $0 $0 50 29
TF $0 $637,500 $0 637,500
PCC Critical Core Technology CCF $0 $1,490,050 $0 $1,490,050 $287,897,021
25 Infrastructure CF $0 $0 $0 40 30
TF $0 $1,490,050 $0 $1,490,050
LCC Vocational Trades CCF $0 $1,996,733 $0 $1,996,733 $289,893,754
26 Building CF $0 $0 $0 50 31
TF $0 $1,996,733 $0 $1,996,733
CCF $88,264,297 $289,893,754 $127,701,011 $505,859,062
Total CF & FF $42,834,900 $112,375,279 $147,442,510 $302,652,689
TF $131,099,197 $402,269,033 $246,075,243 $808,511,751
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I Fiscal Year 2016-17 Information Technology Request I

Human Services
Child Care Automated Tracking System Enhancement

PROGRAM PLAN STATUS and OIT BEST PRACTICES

| 2016-039

Approved Program Plan? N/A Date Approved: ‘

The department says it has hired a contractor to develop a five-year Strategic Technology Plan to help the Office of
Early Childhood (OEC) achieve its mission and business goals, support decision-making and prioritization of
resources from the Governor's Office of Information Technology (OIT), establish OIT standards, set OIT budgets,
and drive future OIT initiatives.

PRIORITY NUMBERS |

Prioritized By Priority
Deptinst 3 of 3
OSPB 1 of 4 Prioritized and recommended for funding.

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. EY 2016-17 FY 2017-18 Future Requests Total Cost
FF $1,533,125 $1,458,125 $90,000 $270,000 $3,351,250
Total $1,533,125 $1,458,125 $90,000 $270,000 $3,351,250
ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Euture Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $1,188,125 $1,113,125 $0 $0 $2,301,250
Construction $0 $0 $0 $0 $0
Equipment $0 $0 $0 $0 $0
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $0 $0 $0 $0
Software Acquisition $345,000 $345,000 $90,000 $270,000 $1,050,000
Total $1,533,125 $1,458,125 $90,000 $270,000 $3,351,250

PROJECT STATUS

This is a continuation request. Phase | of this project was funded in FY 2015-16. This request is for Phase |l
funding.

PROJECT DESCRIPTION / SCOPE OF WORK |

The Department of Human Services (DHS) is requesting federal funds spending authority to enhance and replace
major components of the Child Care Automated Tracking System (CHATS) in OEC, initially deployed in 2010 at a
cost of $14.7 million. This request is for Phase Il of a planned five-year deployment using a hybrid approach that
retains and enhances certain CHATS functionality and allows for replacement of selected functionality with new or
current state-leveraged systems. The department says that the new system will leverage existing technologies,
enhance functionality while utilizing new technology, and make needed updates to both hardware and software. This
includes replacing the point-of-sale (POS) system for attendance tracking, providing easy-to-read and concise
reports, and building a user-friendly environment for both providers and families.

Prepared by Legislative Council Staff 1



I Fiscal Year 2016-17 Information Technology Request I

Human Services
Child Care Automated Tracking System Enhancement

The hybrid solution enhances and replaces CHATS modules in a phased approach, consisting of a set of thirteen
technical and non-technical initiatives to address the gaps and system requirements identified by CHATS users,
providers, OIT, and OEC. These initiatives are discussed in more detail in the Program Information section.

Source of federal funds. The department is requesting to fund this project using the uncommitted Child Care
Development Fund (CCDF) balance. The department says it receives annual grant awards from the federal
Administration for Children and Families. The majority of the funding is allocated to counties and is used to fund and
administer subsidized childcare assistance throughout the state. The remaining money is used for quality initiatives
and administration by the state. Historically, the annual allocation is not fully spent, and the department rolls forward
the unspent monies to future fiscal years. Based on the consistent roll-forward of CCDF balances, the department
requests to use a portion of those funds for the project.

PROJECT JUSTIFICATION

According to the DHS, the CHATS system was deployed in 2010 to update technology and address business needs
related to tracking child care attendance, improving financial management, improving access to data, and preventing
fraud. However, poor requirements gathering and development along with budget request constraints resulted in
significant CHATS shortcomings that failed to meet user expectations. Some of these shortcomings include less
than robust reporting capability, no provider portal, and no operations and maintenance support team.

DHS says CHATS high-impact challenges include:

o functionality that does not support statewide policies, such as assessing the correct parent fees, managing unpaid
parent fees, preventing manual claims, and recovering payments;

o existing functionality that does not effectively support complaints, investigations, or fraud prevention;

e many users disliking the POS system, citing technical problems, user issues with POS cards, and a burden on
parents and providers;

¢ some providers choosing to no longer be Colorado Child Care Assistance Program (CCCAP) providers, or
displaying reluctance to become providers, due to the challenges and administrative burdens of the current tracking
and attendance system; and

¢ limited standard reports and a lack of ad hoc reporting or querying capabilities, which severely hinder state and
county staff at all levels.

Counties and the state have very limited access to program data to conduct program planning, monitoring, analysis,
budgeting, needs assessments, and auditing.

In 2013, Deloitte Consulting was hired by the department to complete a Rapid Risk Assessment for CHATS. The
assessment identified significant deficiencies, including:

insufficient technical and policy resources;

significant backlog of work;

increasing system instability;

complex system technology;

a lack of web-based training, video-based training, or learning management systems for all users and groups;
no capacity to add environments for troubleshooting, evaluating, and testing; and

environmental constraints that limit the ability to develop and test new functionality.

In 2014, BerryDunn was hired by the department to perform a comprehensive needs assessment of CHATS,
including an interface with other OEC systems. After extensive analysis, including stakeholder meetings; interviews
with county staff and providers; an evaluation of best practices; and identifying current and future interdependences
with other OEC systems, BerryDunn recommended a hybrid approach to incrementally enhance and replace current
CHATS modules in a phased approach.

In July 2015, BerryDunn was hired by the department to conduct a Strategic Technology Plan for the OEC, funded

through the department's FY 2015-16 federal funds spending authority for the CHATS Enhancement project. This
plan will provide a technology, business process, and business strategy roadmap for all programs within the OEC,

Prepared by Legislative Council Staff 2



I Fiscal Year 2016-17 Information Technology Request I

Human Services
Child Care Automated Tracking System Enhancement

and is scheduled to be completed prior to the award of the CHATS Enhancement RFP.

Project alternatives. According to the department, alternative projects were evaluated, including a “do nothing”
approach to a full system replacement. The department says the hybrid solution of enhancing and replacing modules
was determined to be the most cost-effective, most time-efficient, and least risky. Furthermore, the benefits of the
hybrid approach include the ability to reuse current CHATS coding, while leveraging infrastructure and shared
resources with other data systems within the department. DHS says the other alternatives failed to achieve the
department's desired outcomes.

If the project is not funded, the department says critical impacts include:

persistence of gaps, affecting user support systems, maintenance activities, and governance structure with OIT;
accumulation of "technical debt", which will eventually overwhelm the system;

vulnerability of the POS system to a lack of ongoing maintenance and support;

exposing the system to security vulnerabilities as most Windows-based operating systems will be at the end of
their support life;

e retaining the current inefficient notice printing environment;

¢ the lack of decision support analytics and ad hoc reporting;

¢ the absence of an interface with the Quality Rating and Improvement System (QRIS), resulting in time-consuming
manual processes;

the absence of a more user-friendly interface;

reduced assistance to counties to investigate complaints against providers and to manage corrective actions;
an unimproved financial module, continuing the need for manual payments and recovering overpayments; and
the continued failure of the system to meet the needs of families served by the department.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

DHS says non-technical initiatives addressed by the project include:

a comprehensive strategic technology plan to define technical priorities through active consultant engagement;
increased staffing efficiencies that apply to the CHATS modernization plan identified through a lean process;
additional user training, activities, and materials, as part of the business function of CCCAP; and

planning for and implementation of attendance and benefit tracking replacement.

A non-functional technical initiative of the project is to research CHATS hardware and software, in cooperation with
OIT. Functional technical initiatives include:

e designing and incorporating an electronic document management system (DMS) into CCCAP workflow;

¢ redesigning batch notice printing and providing agile data management to better meet the needs of CCCAP
providers and families; and

¢ improving business intelligence and predictive analytics from the current static and inflexible reporting environment.

Business initiatives include:

¢ providing a more robust CHATS interface with the QRIS and other state systems;

o developing a more friendly CHATS user interface and user experience (UI/UX) for CCCAP providers and families,
in cooperation with stakeholders;

¢ increasing capacity to manage complaints and investigations; and

¢ enhancing the financial module to allow for better tracking of attendance, reconcile attendance and payments,
collect overpayments, and process manual claims.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

According to DHS, the BerryDunn analysis identified the hybrid solution as the most cost effective solution. If the

Prepared by Legislative Council Staff 3



I Fiscal Year 2016-17 Information Technology Request I

Human Services
Child Care Automated Tracking System Enhancement

project is not funded, DHS says the current system will be due for a lifecycle refresh in five years. Furthermore, a
complete system replacement may be necessary due to the accumulation of help desk tickets and continued
deterioration in system performance. As technology costs have gone up in recent years, a full system replacement in
five years has the potential to be very costly to the state. A full replacement is estimated to cost $20 to $25 million,
not including ongoing maintenance and operation. However, DHS says full replacement is deemed unnecessary at
the current time, as components of the CHATS system are still able to function efficiently, making the hybrid solution
the most cost effective and potentially saving the state $10 million.

The department says the project will result in several improved performance outcomes, including: an enhanced POS
system for providers and CCCAP families; improved child care attendance tracking and payment reconciliation;
increased access to child care-related information by end users, customers, research entities and other interested
parties; increased ability for real time attendance tracking; and reduced inefficiencies and maintenance costs of the
current technological environment. The department conservatively estimates an annual savings of $477,854 from
the new system, primarily from more efficient and accurate attendance tracking. See question #9 in the Staff
Questions and Issues Section for more information.

| SECURITY AND BACKUP / DISASTER RECOVERY

According to the department, OIT’s Information Security Office will review the security of the modernized components
of CHATS before going live. The backup and disaster recovery specifications will be designed in cooperation with
OIT and will be built to minimize risk, ensure business continuity, and meet federal and state IT requirements.

BUSINESS PROCESS ANALYSIS

According to the department, BerryDunn conducted an extensive business process analysis as part of the first
deliverable of their contract. The analysis included outreach with county staff, state government staff, providers, IT
staff, and subject matter experts. The analysis looked at the current and future technology, business process
changes, and legislative initiatives. BerryDunn identified over 110 business and technology gaps that are impacted
by the current CHATS system. The hybrid recommendation is tailored to address the current and evolving business
process needs. Specifically, BerryDunn included a series of four “non-technical” initiatives designed to ensure
business processes are in sync with technology changes.

PROJECT SCHEDULE

Start Date Completion Date
Contracting November 2015 February 2016
Implementation March 2016 April 2017
Completion April 2017

OPERATING BUDGET |

The department submitted an associated operating budget request in 2015 to the Joint Budget Committee for
$900,000 for FY 2015-16 and $1,290,000 for FY 2016-17 and future years. The request was approved and
provides $1,290,000 in on-going annual operating expenses.

| STAFF QUESTIONS AND ISSUES

1. Was BerryDunn involved in the original CHATS deployment, back in 20107
No, BerryDunn was not involved in the original CHATS deployment.

2. Based on the timeline given in Figure 1.1, the OEC Strategic Technology Plan contract should have been awarded

Prepared by Legislative Council Staff 4



I Fiscal Year 2016-17 Information Technology Request I

Human Services
Child Care Automated Tracking System Enhancement

in September 2015, and the CHATS Modernization RFP should have been released in July 2015, and possibly
awarded by now. Have these milestones been met? If they haven't, please explain why, and what penalties are being
assessed against BerryDunn for not meeting its deadlines?

The OEC Strategic Technology Plan was awarded ahead of schedule. Vendor selection was completed on July 7,
2015.

The release of the RFP was delayed because the RFP development process proved more complex than anticipated,
primarily due to the need to ensure proper coordination with other related projects (operating and maintenance,
Provider Self-Service Portal, HB14-1317 Implementation, etc.). The vendor completed field work in August. The RFP
then went through several internal clearance processes including CDHS Contracts and Procurement, and the OIT
gating process. The RFP is currently under review and the public posting is expected to close mid to late December
2015.

None of the project delay is attributable to BerryDunn. The vendor met all project schedules and deliverables. The
delays that did occur were directly related to the need to obtain approval and review from multiple entities on a
complex project. The Department believes that this due diligence is warranted given the size and scope of the
project.

3. The CHATS Modernization project is scheduled for completion by April 2017. Is the department on track for this?

Yes, based on where the Department currently is in the project time line the project is on track to meet the April 2017
deadline. However, at this time a vendor is not under contract. The Department will work with the vendor to establish
realistic timelines, with the goal of meeting the proposed April 2017 date.

4. How was the development of the OEC’s Strategic Technology Plan funded? Were the federal funds appropriated
for the CHATS Modernization project in FY 15-16 used?

Yes, the Department used FY 2015-16 Child Care Development Funds (CCDF) to pay for the OEC Strategic
Technology Plan.

5. How much of Phase | funding has been encumbered at this point?

The Department has encumbered $1,157,635 to this point (Project Management, OEC Technology Strategic Plan,
CHATS Modernization Phase I).

6. Are there deadlines associated with OIT’s gating process for this project? How do they fit into the overall project
timeline?

We have incorporated the OIT gating process and work associated with completing these milestones into the high
level project plan, as well as additional time to account for unforeseen issues into the overall timeline for CHATS
Modernization.

7. Itis noted that the department has several other IT projects underway that will interface with CHATS at some
level. Please confirm which projects these are.

The following projects require modifications to, or net new integrations with CHATS that will occur in concert with
CHATS Modernization: Universal Application / PEAK to CHATS integration; Quality Rating Information System
(QRIS) to CHATS integration; and CHATS to Colorado Department of Education (CDE) Link integration. Depending
on the awarded vendor’s solution, existing integrations with other systems may need to be enhanced or modified, and
that additional work will be included in the Modernization efforts.

8. Will this project roll up to and integrate with an overarching OIT Program Plan including these various OIT
projects? Have the activity dependencies/timelines across the individual projects been identified? Are they being
tracked?

Yes, OIT has been involved throughout all parts of the planning process. The RFP incorporates OIT enterprise
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strategic directions, and at a high level identifies dependencies across projects. Not all dependencies will be
identified until the awarded vendor is engaged and they provide the detailed project plan.

9. House Bill 15-1266 requires all information technology budget requests to identify and quantify anticipated
administrative and operating efficiencies or program enhancements and service expansion through cost-benefit
analyses and return-on-investment calculations. Has DHS quantified the cost savings as part of the cost benefit
analysis? If so, please provide the quantification, or, if not, make quantification about the assumptions stated in the
cost-benefit analysis section of the CC-IT narrative.

BerryDunn conducted an analysis of the relative cost and benefits of various options based on the following criteria:
Meets User Objectives, Alignment with Industry Trends & Best Practices, Impact on Stakeholders, Long-term
Viability, Time to Implement, Estimated Total Cost of Ownership, Technical Feasibility, and Overall Risk. The Hybrid
solution was not only one of the most cost effective, but it also was the highest rated for meeting program needs. The
analysis conservatively estimated annual savings of $477,854, primarily from more efficient and accurate attendance
tracking.

10. In addition, please indicate why a “do nothing” approach would cost the state $28 million, and indicate any
manpower efficiencies that will be gained through the new system.

The BerryDunn analysis identified the “do nothing” option as the most expensive in terms of total cost of ownership.
The lack of ongoing investment would cause continued degradation of the system, resulting in reduced functionality
and higher personnel service costs. Ultimately, the Department would be faced with a total replacement ($28M) at a
cost greater than current technology.

The analysis did not identify specific manpower efficiencies. However, the Department believes that newer
technology has the potential to reduce ongoing operating and maintenance costs.
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| PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2016-012

Approved Program Plan? N/A Date Approved: ‘

According to the Department of Human Services (DHS), it has worked with the Office of Information Technology
(OIT) to develop costs and plans for the system upgrade. OIT staff have have been in consultation with the
department throughout the development of the request. DHS says all processes are in conformity with OIT best
practices. The implementation will also align with OIT's enterprise health IT architecture model and will allow DHS
and OIT to connect with the data systems of other agencies and health information partners. DHS says the project
will create a single, comprehensive view of clients, allowing for a more efficient and cost effective program delivery.

PRIORITY NUMBERS

Prioritized By Priority
Deptinst 1 of 3
OSPB 3 of 4 Prioritized and recommended for funding.

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. EY 2016-17 FY 2017-18 Future Requests Total Cost
CCF $4,648,707 $4,709,617 $4,709,617 $0 $14,067,941
FF $2,175,860 $2,040,000 $2,040,000 $0 $6,255,860
Total $6,824,567 $6,749,617 $6,749,617 $0 $20,323,801

ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $3,148,588 $3,379,012 $3,379,012 $0 $9,906,612
Construction $0 $0 $0 $0 $0
Equipment $2,800,000 $2,800,000 $2,800,000 $0 $8,400,000
Miscellaneous $0 $0 $0 $0 $0
Contingency $324,979 $306,105 $306,105 $0 $937,189
Software Acquisition $551,000 $264,500 $264,500 $0 $1,080,000
Total $6,824,567 $6,749,617 $6,749,617 $0 $20,323,801

PROJECT STATUS

This is a continuation request. This three-year project was previously funded in FY 2015-16. This request is for
Phase Il funding.

PROJECT DESCRIPTION / SCOPE OF WORK

The Department of Human Services (DHS) is requesting a combination of state funds and federal funds spending
authority to enhance and modernize the Trails case management system, which is the state's Statewide Automated
Child Welfare Information System (SACWIS), and associated infrastructure. This request is for Phase Il of a planned
three-year deployment. The department says the project will modernize Trails to allow for faster implementation of
system modifications and to accommodate changing child welfare practices. Critical requirements identified by DHS
include:
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» mobile device compatibility and support to provide secure systems that meet industry standards;

¢ data integration to help promote the effective use and availability of data across multiple systems that influence
child welfare, including the ability to add unstructured or external data; and

o profile-driven capabilities for data administration and ease of use by providing user-appropriate interfaces (agency-
specific and/or job function related).

The department says new development activities for Trails will be defined by a dedicated team of internal employees
and contractors using an agile methodology. For example, the Intake Module will be converted and implemented.
While the Intake Module is implemented, the next module will be developed and converted. A contract development
team will be located in the Governor's Office of Information Technology (OIT), consisting of one project manager, one
technical architect, one half-time engagement/integration manager, eight application developers, four business
analysts, and four technical analysts. DHS states that these employees will be involved with the project for three
years and that the modernization project requires contract staff to assist with design and build activities. The
infrastructure will include 20 11S8 servers each with 16-GB of RAM, a 250-GB hard drive, and 4+ cores.

Federal funds for the project are a match from the Administration of Children and Families (ACF), and require ACF
approval of the project's request for proposal (RFP) prior to posting to be eligible for federal matching funds.

PROJECT JUSTIFICATION

According to the DHS, Trails is a critical component to the county child protection practices. The benefit of
augmenting an existing system leverages the previous investment, workforce familiarity, and existing working
relationships with OIT. Changes and extensions to the system have been supported with consensus from DHS, OIT,
and users. The group agrees that a more concerted, focused effort is required to enable better interfaces, reporting,
and service outcomes. The department also says understaffed county departments of human services will benefit
from improved case management efficiencies. The county staffs are struggling to input information into the Trails
system even with state-provided modifications and improvements. Updating the Trails system will allow greater
flexibility and faster data input.

DHS says Trails is 14 years old and is in desperate need of a major overhaul. It was originally purchased from
another state and tailored to fit Colorado's needs. The system is used for the Divisions of Child Welfare, Youth
Corrections, Early Childhood, and Administrative Review. It is also used by the Office of Child Protection
Ombudsman, 64 county departments of human and social services, and other contract providers. The Trails system
has been compliant with SACWIS since 2011.

Additionally, Trails integrates with 11 other systems with 87 unique interfaces within DHS and other state agencies.
Limitations of the Trails system, identified by both internal and external stakeholders, include: outdated system
architecture, limited mobile system access, redundant data entry, missing data interfaces, data integrity risks, inability
to augment case data with attachments, and ad hoc reporting capabilities. Users are required to enter duplicate
information on multiple pages and have difficulty navigating the complex system interface. DHS also says the system
response time is slow due to a client-server based technology. The project includes a complete overhaul of the 11
state agency systems and 87 data entry interfaces. According to the department, standardization of the unique
interfaces will improve timeliness of data entry, increase mobile access, and increase maintainability. The system will
be better able to report measurements related to federal safety and permanency goals.

The department hired a consultant in FY 2013-14 to do an independent analysis of the Trails system. The consultant
recommended modernizing the system. The department says this will be achieved through technology upgrades and
enhanced data interfaces. Benefits include: a modern, effective, and elegant solution that is easy to navigate and
supports common data views; greater reporting flexibility and data analytic capabilities; and greater system
interoperability to facilitate data sharing and overall case management outcomes. Furthermore, DHS says Trails is
critical to the Governor’s Child Welfare Plan 2.0 and that modernizing Trails will result in greater efficiencies that
allow caseworkers to make faster and better informed responses, leading to the improved safety and well-being of
Colorado children.

Project alternatives. According to DHS, the proposed approach was compared to several other options, including
leaving the existing system alone and doing nothing. The department says the do-nothing approach is not feasible
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given the current state of the Trails system. A full-scale replacement with a commercial off-the-shelf (COTS) solution
was also considered, but the department deemed that the risks (cost, time, degree of organization change,
customization, data conversion, and training) outweighed the benefits. According to vendor research, for other states
that chose a full COTS replacement, costs ranged from $26 to $35 million, with annual operating costs between $6
and $7 million. Of the states that are currently enhancing an existing system, Wisconsin provided $4.3 million
annually for vendor services, and Washington, D.C. converted its system through a vendor contract for $4.6 to $5
million annually during its 18-month project.

| PROGRAM INFORMATION AND IMPLEMENTATION PLAN

Operational since 2002, Trails is the child welfare case management system used by the Division of Child Welfare,
Division of Youth Corrections, Division of Early Childhood, Division of Administrative Review, the Office of the Child
Protection Ombudsman, 64 county human and social services departments, and certain contracted providers. The
system provides case management, financial tools, and other resources to users of the program.

The department says it plans to use an agile/iterative continued improvement process to provide incremental system
releases with maximum value to the organization. It also says that an "Improvements Wish List" will be prioritized
after each iteration and that a new set of modifications will be updated into the project plan as needed. Iterations will
be determined by considering both distinct and dependent business areas, and priorities will be documented within
the project management plan. DHS says the project team will work in conjunction with program business partners
and stakeholders to define the order of operations for design, development, and implementation.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

According to DHS, the system upgrade will provide easier use, adaptation, and maintenance. Improved performance
outcomes will be designed to: allow faster implementation of system modifications to better reflect changing child
welfare practices; allow users a more comprehensive view of children served across programs; enable caseworkers
to be more effective and responsive; provide improved reporting capabilities; and improve caseworker time
management and workload by being accessible through the Internet and mobile devices.

In August 2014, the Office of the State Auditor released a workload study of child welfare caseworkers. This study
reported that 35 percent (16.1 hours each week) of a caseworker's time is devoted to documentation and
administration, including documentation of required information in Trails. It cited that modernizing the system would
create workflow efficiencies for Colorado caseworkers through easier navigation and simplified reporting, such as
capturing data through document imaging technology, programming the system to automatically populate duplicate
fields, and allowing remote access to the system through mobile devices.

DHS calculates that a conservative estimate of 5 minutes of increased productivity per caseworker across the child
welfare system would result in an annual saving of $476,667 of workforce productivity gain each year. DHS says that
its target estimate of 25 minutes of productivity gain per caseworker per day would result in $2,383,333 of workforce
productivity gain each year. See question #5 in the Staff Questions and Issues section and Attachment A for more
detail.

According to the department, the technology and architecture of the current Trails system is over 20 years old and is
no longer supported by the manufacturers of the system. There are few experienced programmers available for
development and maintenance in Trails, which means that higher compensation of more than $100 per hour is
required for their services. .NET programming resources are 30 percent less expensive to hire on average, costing
roughly $70 per hour. There are currently 12 development FTE on the Trails team and on average 3 additional OIT
contractor resources each year. This equates to a total of 31,200 hours of programming resources annually. At
current compensation levels, a 30 percent decrease in salary for 15 FTE would amount to $936,000 in development
savings annually. These potential savings would be realized in future years after the new Trails system is
operational.

SECURITY AND BACKUP / DISASTER RECOVERY

According to the department, the infrastructure for the Trails application is housed in a CenturyLink Federated Cloud

Prepared by Legislative Council Staff 3



I Fiscal Year 2016-17 Information Technology Request I

Human Services
Child Welfare Case Management System Upgrade

environment, which is designed to provide immediate response and recovery from any unplanned computing services
interruption. The department says that there are defined protocols for security and backup that have been amended
to ensure adherence to SACWIS requirements. The Chief Information Security Officer will review and approve the
Backup and Recovery Plan for the project.

BUSINESS PROCESS ANALYSIS

The department says that the independent review of Trails produced a thorough and comprehensive view of the
system and identified potential replacement alternatives, including:

¢ developing questionnaires for stakeholder interviews and vendor responses;
e conducting stakeholder and state interviews;

o soliciting vendor information;

e establishing a repository of reference materials;

¢ analyzing relevant information; and

¢ developing evaluation tools.

PROJECT SCHEDULE

Start Date* Completion Date
Contracting N/A N/A
Implementation July 2015 January 2018
Equipment July 2015 March 2018
Completion June 2018

*The start date for this project has been delayed due to a federal requirement that the ACF approve the project's RFP
prior to posting. In April 2015, a leadership team of county and State stakeholders was established to develop the
project's RFP. ACF was informed of the progress toward deweloping the RFP. In October 2015, the final draft RFP
was not approved by the ACF, which has requested additional documentation of business requirements in the RFP
and for other documents to be submitted to the ACF. This delay could also impact the anticipated completion dates
for the project.

OPERATING BUDGET

The department submitted an accompanying operating budget request to the Joint Budget Committee in 2014 for
$181,240 and 2.7 FTE in FY 2015-16, and $167,131 and 3.0 FTE in FY 2016-17 and ongoing. This approved request
provides a dedicated Trails team to modernize the Child Welfare Case Management System. The department says
the ongoing cost for leased server capacity associated with the 20 new servers is unknown at this time.

| STAFF QUESTIONS AND ISSUES

1. How much of Phase | funds have been encumbered at this point?

Phase | funds have not been encumbered. There are two major funding streams for this project; State General Fund
($4.7 million) and Federal Title IV-E funds ($2.0 million) annually. Federal funding is a match from the Administration
of Children and Families (ACF), and requires ACF approval of the Request for Proposal (RFP) prior to posting to be
eligible for federal matching funds.

A leadership team of county and State stakeholders was established to develop a request for proposals (RFP) in

April 2015. ACF was informed of the progress toward developing the RFP. In October 2015, the final draft RFP was
not approved by the ACF and they have requested additional documentation of business requirements in the RFP
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and a new Implementation Advanced Planning Document (I-APD) be submitted to the ACF.

2. The project’s developer software, report needs, and database services costs have been entered into the CC-IT
excel form as “Inflation for Construction”, under the “Construction Costs” section. Why weren'’t these costs entered
into the “Software” section?

This was mistakenly entered into the wrong line on the form. These costs should be entered under “software.”

3. Why did Phase Il and out year costs increase from the FY 2015-16 budget request estimates ($6,428,206 vs.
$6,749,617 per year)?

The increase from SFY 2015-16 to SFY 2016-17 is due to the Governor’s Office of Information and Technology’s
(OIT)'s need for an Independent Verification and Validation (IV&V) at a cost of $321,411. The IV&V is a statutory
requirement due to the risk and size of this project. While it was required in the 2015-16 request, it was not included
in the request that was approved by all involved at that time.

4. Is the project on target? i.e., has the “High Level Design” step been initiated yet, as detailed in Table 2?
The project has been slightly delayed to meet federal appropriation requirements as outlined in question 1.
Project management planning and activities have been initiated and are on target.

High level design was initiated in July 2015 using the existing gap analysis and feasibility study that were conducted
in 2012 and 2014 respectively. These are being augmented while completing the ACF required I-APD and RFP
changes.

Detailed business requirement gathering has been delayed as this is part of the RFP and subsequent contract
negotiation phase.

5. House Bill 15-1266 requires all information technology budget requests to identify and quantify anticipated
administrative and operating efficiencies or program enhancements and service expansion through cost-benefit
analyses and return-on-investment calculations. DHS has quantified some of the potential cost savings, but has not
included any return on investment calculations or performed a cost benefit analysis. Please make a quantification
about the assumptions stated in the cost-benefit analysis section of the CC-IT narrative.

Modernization of Trails will provide savings in the form of development and maintenance costs for the Governor’s
Office of Information and Technology as well as anticipated workload efficiencies for caseworkers across the State.
The majority of savings will be in the form of cost avoidance by creating an IT environment that is easier to support,
maintain and adapt to future needs.

In August 2014 the Office of the State Auditor (OSA) released a workload study of child welfare caseworkers. This
study reported that 35% (16.1 hours each week) of a caseworker’s time was devoted to documentation and
administration, which includes documentation of required information in Trails (Colorado Child Welfare County
Workload Study, ICF International Inc., 2014). It cited that modernizing the system would create workflow efficiencies
for Colorado caseworkers through easier navigation and simplified reporting. This could include simplifying the
capturing of data through document imaging technology, programming the system to automatically populate
duplicative fields, and allowing remote access to the system through mobile devices. Even a conservative estimate
(reduction of 5 minutes per day per each of the over 1100 caseworkers) equates to over 90 hours in productivity gain
per day across the child welfare system. The chart in Attachment A calculates the value of increased caseworker
productivity between a range of 1% and 5%.

6. Are the project plan, design/development, etc. details being shared across all other IT projects and initiatives?
The Department has and will continue to partner with OIT development and project management staff throughout this
project. OIT management is included in the approval process and has had an active part in developing RFP

requirements to be aligned with OIT enterprise architecture standards. Through these efforts the details are shared
across other IT projects and initiatives.
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Attachment A. Colorado Child Welfare County Caseworker Productivity Gains

Potential Number of Mmutes_o_f Gain as a Assumed Average |Value per Case Total Value of
Savings Case Workers Productivity Percentage of Hourly Wage Worker Workforce

g Gain Per day Work Day y Wag Productivity Gain
Conservative 1100 5 1.0% $20.00 $1.67 $476,667
Target 1100 25 5.2% $20.00 $8.33 $2,383,333

Source: Department of Human Services
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PROGRAM PLAN STATUS and OIT BEST PRACTICES

Approved Program Plan?

Date Approved: ‘

2016-013

The Governor's Office of Information Technology (OIT) was an active participant in writing the planning grant. The
implementation of interoperability will be accomplished in cooperation with OIT and will align with their enterprise

health IT architecture model.

PRIORITY NUMBERS

Prioritized By Priority
Deptinst 2 of 3
OSPB 4 of 4

PRIOR APPROPRIATION AND REQUEST INFORMATION

Prioritized and recommended for funding.

Fund Source Prior Approp. EY 2016-17 FY 2017-18 Future Requests Total Cost
CCF $1,281,594 $928,852 $928,852 $1,857,704 $4,997,002
FF $11,534,346 $8,359,668 $8,359,668 $16,719,336 $44,973,018
Total $12,815,940 $9,288,520 $9,288,520 $18,577,040 $49,970,020
ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 FY 2017-18 Future Reguests Total Cost

Land Acquisition $0 $0 $0 $0
Professional Services $4,015,440 $3,703,520 $3,703,520 $7,407,040 $18,829,520
Construction $0 $0 $0 $0
Equipment $6,000,000 $3,300,000 $3,300,000 $6,600,000 $19,200,000
Miscellaneous $0 $0 $0 $0
Contingency $0 $0 $0 $0
Software Acquisition $2,800,500 $2,285,000 $2,285,000 $4,570,000 $11,940,500
Total $12,815,940 $9,288,520 $9,288,520 $18,577,040 $49,970,020

PROJECT STATUS

This is a continuation request. Phase | of the project was funded on FY 2015-16. The department has not
encumbered any funds as all financial obligations incurred prior to federal approval will not be eligible yet for the

90/10 match.

PROJECT DESCRIPTION / SCOPE OF WORK

The Department of Human Services (DHS) is requesting a combination of state funds and federal funds spending
authority for the second year of a five-year project to create a new system for implementing and maintaining an
interoperable environment. Interoperability is defined as the ability of two or more systems or applications to
exchange information. The department says this shared information environment will provide better coordinated
services to improve the lives of children, youth, and families in Colorado.

During this project, the department plans to put into place interoperability standards and framework, such as the
necessary technical components, security, and governance to allow the data contained within these systems to be
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made available without removing the data from the core systems. Specifically, this does not remove or eliminate
current data systems but does reduce the need to build and maintain custom data interfaces between IT systems.
The department reports that over 500 custom data interfaces were found in a study of 18 of its IT systems.

Federal match. The department expects a continuation of spending in the out years on a 90/10 percent match
funding model under a time-limited, specific exception to the cost allocation requirements set forth in the federal
Office of Management and Budget Circular A-87 (Section C.3). The federal program that requires benefitting state
programs to pay their share of the costs associated with building state-based information technology systems. This
funding model allows federally-funded human services programs to benefit from investments in the design and
development of state eligibility determination systems for state-operated exchanges, Medicaid and the Children’s
Health Insurance Program (CHIP). DHS says that this funding model will apply to implementing and maintaining an
interoperability environment. The federal funds will be secured through submission to the Centers for Medicare and
Medicaid Services (CMS). A requirement for federal approval is demonstrating that the state has committed the 10
percent funding.

PROJECT JUSTIFICATION

According to DHS, the department has no standard policy, procedure, or practice addressing interoperability. The
department's IT systems are diverse, requiring hundreds of unique interfaces that move programs, services, clients,
and financial data to 95 federal, state, and county IT systems using 28 different methodologies. The department has
no ability to view or analyze data in its entirety without significant manual intervention. One of the projected outcomes
of interoperability is to automate performance management reports and to look at performance across various data
systems.

The department believes that its IT future lies with a new connected approach that provides a roadmap for improved
business processes and program performance resulting from:

e selecting and deploying new foundation technologies based on service oriented architecture (SOA) that enable
cross-agency collaboration, information access, and process coordination;

e creating a connected "hub" or Enterprise Service Bus (ESB) that provides users with individual and family
centric views of data and enables performance management capabilities across the offices of the department
and partnering agencies through a "single pane view" using single sign-on methodology;

e enhancing and extending existing applications by developing shared services that can be leveraged by multiple
agencies and business processes; and

® assessing current business processes that will be affected by the new enterprise architecture and identifying
areas that will benefit from improved processes and procedures prior to the implementation of the new
technologies.

Project alternatives. The department says that it can continue to build custom interfaces at costs ranging from
$10,000 to $80,000 each, depending on complexity. Industry standard annual maintenance costs for interfaces, for
which the department has over 500, are between $10,000 and $30,000 per year. The department says it is not
funded to maintain its interfaces at this level.

| PROGRAM INFORMATION AND IMPLEMENTATION PLAN |

According to DHS, the interoperability roadmap provides the following multiple work streams of initiatives:

e Governance Work Stream: This stream will build a governing council, data stewards and develop processes.
Some deliverables and activities include creating: (1) the initial Interoperability Advisory Council (IAC) / Data
Governance Councils (DGC) governance structure; (2) Business Data Architects to engage all divisions of the
agency and formalize data stewardship activities and processes; and (3) Proof of Concept, Communications, and
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Change Management planning documents.

¢ Metadata Repository Work Stream: Metadata is the information about the data in a system. This work stream
will be used as a utility source for information and knowledge management, development, and data discovery.
Some deliverables and activities include creating: (1) documentation of existing systems, data inventory, and
system cross-reference; (2) a baseline for interoperability and data sharing decisions; (3) DHS enterprise data
models and mappings; (4) authoritative data sources for all data types; (5) an enterprise data dictionary and
taxonomy; (6) data solutions that serve multiagency business needs; (7) a metadata repository; and (8)
interoperability data and systems efficiency targets to ensure quality, reliability, and integrity of the data.

o Key Stakeholder Implementation Work Stream: The goal of this work stream is to effectively communicate and
engage stakeholders as early as possible. Some deliverables and activities include creating: (1) internal
dissemination of the Colorado Client Information Sharing Systems (CCISS) implementation plan to develop an
agency-wide plan and agreement; (2) an CCISS interoperability implementation plan for external key
stakeholders; (3) communications and change management work group under governance structure to establish
the structure for change; (4) a process to record, collate, and use key stakeholder feedback; and (5)
documentation of external partners such as Colorado Department of Education, OIT, HCPF, State Judicial,
Colorado Integrated Criminal Justice Information System, County Human Services staff, Colorado Regional
Health Information Organization, Health Information Exchange organizations, Connect for Health Colorado, and
others identified by the Executive Planning Team (EPT).

e Business Process Improvement Work Stream: This work stream will entail an examination of work flows and
processes of the systems and offices that will be affected. Some deliverables and activities include creating: (1)
documentation of areas that should be included in the business process improvement (BPI), and then conducting
a BPI analysis of applicable systems and offices; (2) documentation of BPI future state processes; and (3)
documentation of training and monitoring.

¢ Change Management and Communication Work Stream: The goal of this work stream is to implement an
effective change management program that will: (1) improve organizational outcomes and performance; (2)
enhance employee satisfaction, morale, and engagement; and (3) improve service quality. Deliverables include
the Communications Plan, Training Plan, Process Development Plan, and communication materials.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES |

According to the department, the return on investment is predominately in cost avoidance by aligning services,
reducing fraud, reducing program administrative burdens, and creating an IT environment that is easier to support
and maintain. Additional return on investment will be achieved by replacing some of the 500 current interfaces with a
standardized ESB distributed middleware system for integrating IT applications. The cost of this is estimated to be
$15,000 per year, per interface. By eliminating 80 of these interfaces, the savings is potentially $1,200,000. These
cost benefits and savings will be verified during the first year of implementation and will be balanced with potential
cost allocations that are currently under exploration with the HCPF and Human Services CMS.

| SECURITY AND BACKUP / DISASTER RECOVERY

According to the department, the infrastructure will be designed to meet federal and state IT architecture, security,
and business continuity requirements. Interoperability and the associated systems will follow the state cybersecurity
policies set forth by OIT's Security Department. Interoperability will follow the National Institute of Standards and
Technology (NIST) 800-53 requirements that focus on access management and identity management for
implmenting electronic authentication. The Colorado Client Information Sharing System Interoperability Roadmap will
follow established security protocols.

BUSINESS PROCESS ANALYSIS

The department’s Office of Children, Youth, and Families was the recipient of a planning grant from the federal
Administration for Children and Families. Its Office of Child Support Enforcement used it to implement a sustainable,
strategic pathway to connect all DHS internal systems to make data and human services records available without
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removing the data from the source systems. The department will use the interoperability roadmap in a phased
approach that will feed into a larger and more fully developed strategy.

Stakeholders were extensively engaged in the interoperability planning and will also be involved in implementation.
Stakeholders include the Governor’s Health IT Coordinator and representatives from HCPF, OIT, and the Colorado
Department of Public Health and Environment. This group meets regularly as the Health Information Technology
workgroup. Other stakeholders include the Colorado Department of Education through ongoing data sharing efforts,
and the Department of Public Safety.

PROJECT SCHEDULE
The schedule is pending federal approval for funding. Please refer to Question #2 in the "Staff Questions and Issues"
section for more information.

Start Date Completion Date

Governance & Key Stakeholder Engagement July 2015 Ongoing
Metadata Repository July 2015 June 2017
Identity Management, Security, ESB July 2015 June 2017
Data Systems into Interoperable July 2015 June 2020
Environment
Professional Consumer Portal July 2015 June 2017
Business Intelligence and Analytics July 2015 June 2020

OPERATING BUDGET

DHS is requesting $1,323,360 in operating expenses, 5.0 FTE for OIT, and 15.0 FTE for DHS, as part of this IT
budget request. These costs are not reflected in the analysis. JTC staff recommends that the committee refer
this portion of the request to the JBC for approval.

The department says the five-year implementation plan will use a 90/10 federal funds spilit for design,
dewelopment, and implementation. Beyond the five-year implementation, the $1,323,360 will be included in the
department's maintenance and operating budget, which the department says will receive a 75/25 federal funds
match.

| STAFF QUESTIONS AND ISSUES

1. The FY 2015-16 budget request for this project indicated that funding was requested under a 75/25 percent match
funding model. This request indicates that the funding match model will be 90/10 percent. Why did the ratio
change?

Currently, the Department is requesting funding that utilizes a 90/10 percent match funding model under the OMB
Circular A-87 Cost Allocation Exception for implementing and maintaining an interoperable environment. The
Department will request General Fund for 10% and federal funds for 90%. The expiration date of this funding split is
currently December 31, 2015. However, federal partners have verbally committed to extending the 90/10 match
beyond 2015, which is an increase over the 75/25 match as noted in the FY 2015-16 request. Formal authorization
of the extension of 90/10 funds is expected by the end of the calendar year and the Capital Construction request
reflects this funding match model.

2. Please explain the federal approval process in the Request for Proposal section of the request. Has the process
begun? How long is it expected to take? What is required of DHS? What factors will lead to approval or denial?

The official submission is via an Advanced Planning Document (APD) to the Centers for Medicare and Medicaid
Services (CMS). CMS has asked the State to split our request into two parts, a Planning Advance Planning
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Document (P-APD) to first approve 90/10 funding for additional detailed requirements gathering, administrative costs,
and to help pay for the additional documentation that they require. This will be followed by an Implementation
Advance Planning Document (I-APD) request for the balance of the funding to develop and implement
Interoperability.

We are on version 5 of the P-APD and nearing final draft. If approved as currently written it will provide $2,803,221 in
total funds ($2,522,899 FF and $280,322 GF) for additional requirements development.

Upon submission of documents to CMS they have 60 days to respond. If they respond with additional questions, the
60 day clock resets when the Department submits answers. This results in a lengthy approval process.

The factor that contributes the most is demonstrating the benefit to Medicare and Medicaid by implementing
Interoperability.

3. Please explain the reason CMS split DHS's request into two parts: (1) P-APD (Planning Advance Planning
Document) and (2) I-APD (Implementation Advance Planning Document) for the balance of the funding to develop
and implement interoperability. Please confirm that P-APD was submitted on November 23, 2015 and DHS plans to
submit the I-APD January 2016 depending on the results of the P-APD submission.

CMS desired additional detailed planning and an update to the planning grant work since submission in January
2014. Yes, the P-APD was submitted by HCPF, as the identified state Medicaid agency, to CMS on November 23,
2015. No, the I-APD will be submitted later as it will be dependent on some of the P-APD planning work and not just
P-APD approval.

4. Please list the milestones or deliverables that will be used with the FY 2016-17 appropriation.

FY 15-16 and FY 16-17 funding will build the foundational elements of the Interoperability environment. In addition to
the basic infrastructure with FY 16-17 funding, two to three DHS systems will be connected to the Interoperability
environment to make data available in the single client view or for analytics purposes. Additional deliverables from
the Planning Advanced Planning Document (P-APD) submitted to the Centers for Medicare and Medicaid Services
(CMS) include additional data discovery analysis between HCPF and DHS systems; gap analysis of existing systems
for Interoperability; detailed analysis of existing workflows; and alternatives analysis.

5. Based on the timeline given in the estimated project timetable, each of the “steps to be completed” should have
begun in July 2015. Has this happened? If not, which steps have yet to be initiated and why?

Efforts are focused on completing the Federal approval process for 90/10 matching funding from CMS. A
procurement and contract was awarded to bring in a consultant to assist the State in completing CMS approvals. The
consultant started in June 2015. CDHS is working with HCPF, who as the assigned Medicare agency, must submit
all requests for 90/10 funding matches to CMS.

Additionally stakeholders and potential stakeholders are updated periodically and provide input on cases for
Interoperability, proposals for data governance and to gather best practices on implementing Interoperability.

6. DHS mentions both a request for information (RFI) and a request for proposal (RFP). What is the timetable for
issuing them?

The RFI is under development and should be issued in December 2015 or January 2016. It is at no cost and
therefore is not dependent on federal approval. The RFI will identify strategies to procure design, development, and
implementation strategies for Interoperability. The responses to the RFI will be compiled with the previous planning
work to become the business requirements in the RFP(s) to be issued upon federal approval of the I-APD.

7. Please confirm that only Medicare and Medicaid IT systems are eligible for federal funding. Please confirm that the
ROl in the FY 16-17 budget request included only these eligible systems. Please include any partial funding options
for non-Medicare and non-Medicaid systems.

The ROI is based on a variety of DHS systems, however, systems that are eligible for federal funding are the ones
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that CMS identifies as beneficial to connect to Medicare and Medicaid whether or not they are directly a Medicare or
Medicaid IT system. At this time, partial funding options have not been identified.
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PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-017

Approved Program Plan? N/A Date Approved: ‘

The procurement process for this project has been broken into two separate phases, both of which will be managed by OIT. Due
to the size and scope of the project, a PMP-certified project manager will be utilized to ensure timely completion and fulfillment of
the contract with the vendor. Executive Governance Committee oversight and independent verification and validation (IV&V) will
be required.

PRIORITY NUMBERS

Prioritized By Priority
Deptinst 1of 1
OSPB 2 of 4 Recommended for funding from cash sources.

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. EY 2016-17 FY 2017-18 Future Requests Total Cost
CF $0 $192,119 $21,897 $0 $214,016
FF $0 $323,853 $68,874 $0 $392,727
Total $0 $515,972 $90,771 $0 $606,743

ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $76,591 $65,874 $0 $142,465
Construction $0 $0 $0 $0 $0
Equipment $0 $51,345 $0 $0 $51,345
Miscellaneous $0 $4,500 $0 $0 $4,500
Contingency $0 $24,570 $4,322 $0 $28,892
Software Acquisition $0 $358,966 $20,575 $0 $379,541
Total $0 $515,972 $90,771 $0 $606,743

| PROJECT STATUS |

This is a new, never-before requested project.

| PROJECT DESCRIPTION / SCOPE OF WORK |

The Colorado Department of Public Health and Environment (CDPHE) is requesting a combination of cash and
federal funds spending authority to purchase an off-the-shelf laboratory information management system (LIMS).
The new LIMS will replace the laboratory information tracking system (LITS) that was issued for free by the federal
Centers for Disease Control (CDC). The CDPHE has used since the LITS since 2001 to track, process, and report
end-to-end laboratory data for the Laboratory Services Division (LSD).

The department intends to purchase the LIMS software and support from an outside vendor. The system's

requirements include federal Health Insurance Portability and Accountability Act of 1996 (HIPAA)-compliant electronic
reporting, electronic billing capabilities, electronic test requisitions, the ability to interface with laboratory
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instrumentation, chain-of-custody tracking, workflow assessment, quality assurance capabilities, inventory
maintenance, and data analysis functionality. The laboratory information to be managed by the system inclues
clinical, environmental, and animal samples tested by the microbiology and chemistry units within the LSD. In
addition to the software solution, the department anticipates purchasing new servers, scanning hardware, and
associated network equipment. The current servers will be used to maintain the LITS until data retention schedules
expire. The department indicates LIMS will also build on the existing environment by providing direct uploading of
laboratory result and quality control data from laboratory instruments, replacing the need for manual entry, staff-
created macros, and paper records. According to the department, the system will:

e expand data messaging capabilities;

o supply a web-based portal for data exchange;

e reduce the risk of human error by minimizing the need for manual data entry;

e provide HIPAA- and 1SO-17025-compliant chain of custody, sample management, and electronic reporting;
e streamline laboratory data workflows;

e expand query capabilities;

¢ create standardized reports;

e provide data trending and tracking of specific metrics;

¢ update supply inventories; and

¢ provide customer auto pay and accounting electronic billing capabilities.

PROJECT JUSTIFICATION

Though the current LITS is functional, the department says that the LSD and other divisions within CDPHE have a
need for cleaner and higher quality data. Additionally, outside vendor support for the system became unavailable
beginning in 2003. Since then, it has been supported internally without any significant updates with the assistance of
a single consultant. The current system is unable to reconcile billing and collected revenue to the state's accounting
system. The department says that an external analysis was done recently by contacting other state laboratories to
identify which ones were still using the free CDC system. Most other state labs have moved to web-based, off-the-
shelf, configurable software.

According to the department, the current LITS does not meet OIT or industry standards. The primary deficiency is
the lack of data exchange functionality. All specimen and customer information is manually entered into the system
from paper records. Data produced by laboratory instruments must be manually transcribed into the system. The
vast majority of sample results are reported on paper records. The structure of the current database prohibits secure
access to information by other state agencies.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

Program information. The CDPHE provides the people of Colorado with public health and environmental protection
services. The LSD performs a number of testing-related functions in the following areas: chemistry; newborn
screening; public health microbiology; environmental microbiology; molecular science; serology; and radiochemistry.

Implementation plan. The project will be directed by OIT and will include a software cycle requirement analysis and
RFP drafting, review, development, and evaluation. Scope drafting and request for proposals (RFP) evaluation will
include review by multiple subject matter experts in all applicable areas. Change management will be part of the RFP
requirements and the awarded vendor will be responsible for providing training materials and on-site training.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

The department contends that the cost savings associated with the implementation of a modern LIMS are primarily
expected to be attained through improved consolidation of resources, better alignment with staff work expectations,
and consolidation of current software systems. Significant operational efficiencies are expected to be realized in the
areas of quality improvement, quality assurance, and enhancement of services. The department states that
laboratory errors generated in the LITS due to the labor-intensive manual nature of data entry result in a substantial
amount of lost time and revenue to both CDPHE and its customers. The new LIMS will allow many of these data
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entry functions to be performed automatically, limiting the opportunities for human error. Staff time will be redirected
to laboratory testing rather than to the performance of multiple manual steps related to administrative tasks.
Customer service, as measured by decreased turnaround times for testing and accuracy of results, is also expected
to improve as a result of the new LIMS. The department believes that electronic results reporting and electronic
billing will lead the way for the expansion of the customer base, allowing the department to develop a sustainable
revenue stream that is not possible using the current system.

Additionally, a service and support agreement for the LIMS is expected to cost approximately $60,000 annually.
Currently, the LSD is paying a third-party contractor between $20,000 and $48,000 per year to maintain the system.
This cost will be eliminated and used for support and applicable service agreements for the new system. The current
system is supported by 1.5 FTE at OIT at a cost of $187,000 per year. This will no longer be necessary when the
LITS is taken offline.

SECURITY AND BACKUP / DISASTER RECOVERY |

The department plans to perform daily backups and store them offsite, but has not yet decided whether this function
will be handled by OIT staff or a contractor. The new LIMS will have both a system and login policy; however, these
have not been identified at this time.

BUSINESS PROCESS ANALYSIS

CDPHE and OIT have been working together to identify all system requirements and business processes that are not
laboratory specific. The project has received approval from the department's Business Technology Team and
Executive Leadership Team. A vision and scope document has been submitted to the OIT gating committee. The
LSD is performing an internal assessment of all laboratory-specific processes that currently or will in the future
interface with the LIMS. As part of the evaluation process, representatives from each department in the division are
determining the specific needs of the LIMS interface and how fulfillment of these needs will improve the status quo.
The results of this assessment will be the basis for the requirements written into the RFP. Metrics for evaluating
responses to the RFP are being determined concurrently. The requirements for the system will be prioritized using a
numeric scale based on their expected improvement in the quality of laboratory data being produced, benefit to
division stakeholders, and the amount of data that will be impacted.

PROJECT SCHEDULE

Start Date Completion Date
Contracting April 2015 June 2016
Implementation July 2016 July 2017
Completion July 2017

OPERATING BUDGET

The department estimates that the ongoing operations and maintenance costs for the new LIMS will be
approximately $60,000 per year, but expects this to be paid through cost savings attributable to the retirement of
the current LITS. Until that retirement occurs, the impact to the operating budget will be $60,000 per year.

| STAFF QUESTIONS AND ISSUES

1. What types of laboratory testing are being tracked? With which agencies is the information being shared? What
are some potential problems with integrating a wide variety of diverse systems?

The laboratory information that will be tracked by this information system includes clinical, environmental, and animal
samples tested by the microbiology and chemistry units within the Laboratory Services Division (LSD). The targets of
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testing performed by the microbiology work units include surveillance and outbreak response testing for infectious
agents such as influenza, West Nile virus, gastrointestinal pathogens, foodborne bacteria, sexually transmitted
infections, rabies, and agents of bioterrorism. Testing performed by the chemistry work units include surface and well
water, food testing, toxin identification, and emergency response to chemical threats. This system will not be used to
track newborn screening (NBS), or filters for air quality analysis, as systems to track these currently exist separately
and will not be replaced by a new LIMS. Data will be shared with other divisions within CDPHE including the Water
Quality Control Division (WQCD), Air Pollution Control Division (APCD, the Disease Control and Environmental
Epidemiology Division (DCEED), and the Division of Environmental Health and Sustainability (DEHS). In addition,
data are currently being shared with the Department of Human Services. At the national level data are exchanged
with external stakeholders including the Centers for Disease Control (CDC) Laboratory Response Network (LRN), the
Public Health Laboratory Interoperability Project (PHLIP), and the FDA. LSD laboratory data are shared locally with a
number of Colorado hospitals.

Integrated data exchange between a variety of diverse systems is complex and sometimes problematic, but the
Department is confident that it can be achieved. One example to address this problem is standardized data
exchange. The HL7 data exchange standard is a messaging standard that allows secure data transmission between
configured LIMS systems. LSD’s requirements for a LIMS will include a configurable integration engine capable of
creating HL7 messages. The limited HL7 data exchange from the current LSD LITS system is hardcoded and
requires considerable effort from OIT staff. Utilizing a modern integration engine for HL7 messaging will provide
increased security when exchanging sensitive clinical data. Because of the nature of the laboratory’s’ work and
customers, the majority of messaging with stakeholders outside of CDPHE will be through HL7 messages.

There is currently no standard for data exchange of test findings from environmental samples. The LSD anticipates
working with stakeholders to configure a messaging standard tailored to their needs.

2. How was the cost estimate for this request obtained? Is the expected cost of the new Laboratory Information
Management System (LIMS) comparable to what is being spent by other states for similar products? Because the
length of time and total cost of design and implementation is unknown, please explain how the amount of funding
requested is expected to fulfill the needs of CDPHE.

Cost estimates are preliminary and will not be confirmed until the Department completes an RFP process. The cost
estimate was obtained through contact with multiple LIMS vendors. Through conversations with colleagues from
public health laboratories in other states that perform comparable activities, staff determined that LIMS
implementations vary widely in cost. LSD believes the scope of this project is relatively limited compared to those
undertaken by other states. Data from several LSD programs (NBS, EBAT and air quality) will not be tracked by the
proposed LIMS while other states have included these components in their systems. The proposed system will be
utilized by approximately 40 users, compared with more than 150 users in other states. Most systems are of a
modular configuration and the Department believes that the requested budget will fund the basic framework.
Additional funding may be requested in future years to expand functionality based on needs and opportunities
identified once the base system is implemented.

3. CDPHE indicates that the CDC has offered to pay for the cost associated with updating data transfers from the old
to the new system when the new system is procured. What are these anticipated costs? Is there an official
memorandum of understanding or other agreement document to this effect?

The LSD currently exchanges HL7 messaging data with CDC’s LRN and PHLIP programs. These programs relate to
biologic emergency response and influenza surveillance purposes. The CDC has verbally agreed to assist with
funding to configure a new LIMS with these functionalities. Some of these capabilities are conditions of current grant
funding, but there is also precedent for CDC to provide funding to configure these capabilities, as they have done with
CDPHE to configure the current LITS system.

4. How will CDPHE proceed if this project is not funded in FY 2016-17? How long is the current system expected to
last without a critical failure?

If this project is not funded, CDPHE will have no choice but to continue to use its current LITS system. The current

system was developed in 1999, lost outside vendor support in 2003, and has not been thoroughly updated since.
Continuing to use the current LITS is an ongoing systematic risk because the application is not supported and a
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critical failure could potentially occur at any time. The LSD is already experiencing compatibility issues as OIT
standards for operating systems, CPU processors, and software progress. For instance, the current system is not
capable of using a compatible version of the reporting software on new PC’s running 64 bit processors. As new,
updated OIT computing standards are implemented at CDPHE, the possibility increases of a critical failure of the
LITS system as the legacy system is required to interface with current equipment and databases.

5. What is the anticipated life cycle of the new LIMS?

The LSD anticipates purchasing a LIMS from a stable, reputable vendor. The vender will be expected to offer
updates and expanded functionality to the system. This LIMS is anticipated to be in place for 10 to 15 years.

6. House Bill 15-1266 requires all information technology budget requests to identify and quantify anticipated
administrative and operating efficiencies or program enhancements and service expansion through cost-benefit
analyses and return-on-investment calculations. Please attempt to quantify return-on-investment calculations where
possible.

Quantifying the benefits of this request is challenging. However, significant operational efficiencies are expected to be
realized in the broadly defined areas of quality improvement, quality assurance, and enhancement of services.
Laboratory errors generated in the current system result in a substantial amount of lost time and revenue to both
CDPHE and customers. Currently, laboratory errors are related to the highly labor-intensive manual nature of data
entry. Samples are tracked using paper records. Records are transcribed manually, entered into the LIMS, and labels
are manually created for samples. Quality assurance and control information is also captured manually. Results are
entered manually into the information system and paper reports are created and faxed to customers. Each of these
steps requires staff effort and supervisory oversight with varying levels of exposure to user error.

A new LIMS will allow many of these operations to be performed electronically limiting opportunities for human error.
Staff time will be redirected to laboratory testing, rather than performing multiple manual steps related to
administrative tasks. Customer service will also be improved following deployment of a new LIMS, as measured by
quality improvement metrics, decreased turn-around times for testing, accuracy of results, electronic results
reporting, and electronic billing. The two latter functions will allow expansion of the customer base to develop a
sustainable revenue stream that is not possible using the current system. Also, an updated system will allow records
to be more easily stored and more readily accessible.
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| PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-014

Approved Program Plan? Waived Date Approved: ‘ October 29, 2015

| PRIORITY NUMBERS |

Prioritized By Priority

Deptinst 1 of 1 CCCS priority 1 of 4.

CCHE 13 of 31

OSPB 25 of 46 Not recommended for funding.

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. EY 2016-17 FY 2017-18 Future Requests Total Cost
CF $0 $348,955 $0 $0 $348,955
GF $0 $993,179 $0 $0 $993,179
Total $0 $1,342,134 $0 $0 $1,342,134

ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $0 $0 $0 $0
Construction $0 $0 $0 $0 $0
Equipment $0 $1,278,223 $0 $0 $1,278,223
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $63,911 $0 $0 $63,911
Software Acquisition $0 $0 $0 $0 $0
Total $0 $1,342,134 $0 $0 $1,342,134

| PROJECT STATUS |

This is a new, never-before requested project.

| PROJECT DESCRIPTION / SCOPE OF WORK |

The Community College of Denver (CCD) is requesting a combination of state funds and cash funds spending
authority to upgrade the network infrastructure and telephone system used by students, staff, and faculty on campus.
This includes replacement and upgrade of the campus' wireless and security systems, and upgrading telephones to
the Colorado Community College System (CCCS) managed Voice over IP (VolP) phone system.

According to the college, the request will improve network performance, integrate mobile connectivity into education,

enhance data and system security, provide faster and more reliable data backups for CCD, and replace outdated
telephones with VolP technology.
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PROJECT JUSTIFICATION |

The college states that a significant amount of network infrastructure equipment on its campus is outdated and has
not been upgraded in 12 years. Because of this, the college cannot support the growing traffic demands of students,
staff, and faculty. CCD says that its network is struggling to handle traffic due to increased demands for mobile
computing, virtualization, video conferencing, utilization of computing resources in the classroom, use of video for
learning, the volume of data involved in backup operations, software as a service, and other hosted services.
According to the college, its outdated infrastructure runs the risks of network outages, performance issues, and
security liabilities.

The college says that its telephone system, which is currently managed by the Auraria Higher Education Center
(AHEC) and is shared by CCD, Metro State University of Denver (MSUD), and the University of Colorado Denver (CU
Denver), is expected to experience greater operating and maintenance expenses over time as the other schools
using the system upgrade their technology and deploy their own systems. The college wishes to upgrade its current
phone system to VolP technology in order to preempt paying for and maintaining a legacy system in need of costly
upgrades.

Project alternatives. The college considered making smaller equipment replacements over time, but believes that
this approach would impact the overall goal of redesigning the network infrastructure to better support its growing
network load; risk failures that could shut down business operations for students, faculty, and staff; cause issues with
compatibility across network segments that would reduce CCD's ability to monitor and respond to network
performance issues; and impact its ability to improve data security and leverage digital alternatives for secure storage
in the future.

CCD also explored a "do-nothing" approach that would continue to utilize AHEC's shared Avaya phone system.
However, the college states that this option would result in higher ongoing expenses and reduced capabilities going
forward. CCD says that in addition to ongoing expenses, the shared AHEC phone system requires upgrades that
have been estimated at $358,000 in order to maintain support for the system, which is close to the end of its useful
life.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

The AHEC campus is comprised of three institutions, including CU Denver, MSUD, and CCD. Together, the three
institutions serve over 43,000 students.

CCD says its Information Technology Services (ITS) department will implement the project in conjunction with the
CCCS IT department. CCD will rely on CCCS knowledge and expertise coupled with internal resources to design the
replacement network based on an existing high-level network strategy that was developed in 2014. Support for the
systems will also be shared by the CCD ITS and CCCS IT departments. CCD anticipates that the vendors from
which equipment is purchased will also be available for consultation and installation support.

According to the college, the majority of improvements and upgrades for the project will be made behind the scenes,
with users being able to continue to operate the technology they use with little interruption and training. CCD says
that its general plan is to initially replace and upgrade support equipment and then replace end-user phone handsets.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

The college believes that network enhancements will increase the efficiency and performance of students, staff, and
faculty in classrooms, offices, and on mobile devices on campus. According to the college, the increased use of
virtual technologies will also reduce efforts needed to deploy and support campus workstations.

CCD says that moving to the CCCS-managed phone system will result in an immediate annual expense reduction of
approximately $160,000. CCD currently pays about $250,000 for its shared use of the AHEC phone system. Moving
to the CCCS-managed phone system, which has a larger number of schools that share its costs, will result in an
annual share for CCD of approximately $90,000.
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SECURITY AND BACKUP / DISASTER RECOVERY |

According to CCD, its current network is not fast enough to complete data backups during off hours, with backups
often running during the day, which impacts user network performance and the college's ability to complete
successful backups. The college states that the project will replace and upgrade equipment and software related to
the preservation of data, and address the current backup issues it is experiencing.

CCD says that it adheres to CCCS IT policies and procedures, and works closely with personnel in the system IT
office, to ensure compatibility with system wide connectivity and performance.

BUSINESS PROCESS ANALYSIS

According to the college, this project is guided by the need to replace network infrastructure that has or will reach the
end of its useful life in the very near future. Devices are no longer supported by the manufacturer's maintenance
programs and the college risks core network failures and system performance limitations. CCD is also concerned
with its use of the shared AHEC phone system, which it says is in need of substantial costly upgrades. Other AHEC
schools have plans to replace the service with another phone system. CCD believes that utilizing the CCCS phone
system will allow it to take advantage of newer VolIP technologies that integrate services with other desktop,
messaging, and conferencing technologies.

PROJECT SCHEDULE

Start Date Completion Date
Network Upgrade August 2016 November 2016
WiHF Controller/Security Upgrade October 2016 November 2016
Telephone System Upgrade January 2017 March 2017
Project Completion March 2017

OPERATING BUDGET

Operating expenses are paid from institutional sources. According to the college, there will be no impact on the
operating budget.

| STAFF QUESTIONS AND ISSUES

1. What is CCD's current data backup strategy?

CCD currently utilizes disk based backup systems that are stored in a different physical location from the systems
that are being backed up. There is a mix of file based backups using Veritas Backup Exec and server based
backups using Microsoft Windows Backup utilities. SQL database backups are completed using built in Microsoft
SQL Backup utilities. Backups are completed daily with bi-weekly full backups which are retained for up to 3 months.
2. What type and quantity of VolP phones will be installed as part of the project?

The phones for the VolP project will be Cisco VolP phones of various models based on usage (desk phones, open
area phones, conference phones and a few video enabled phones). The VolP phones will need to replace existing
phone sets at a total of 520. We also accounted for 35 FAX lines that will require analog service.

3. Has the current "core network" failed during the 2014-15 academic year? If so, how many times or what
percentage of time has it been down?

While we did not have any core network failures during 2014-2015 academic year, however we have had several
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non-core network failures and significant WiFi failures that are a direct result of limitations in our existing core
network. We also have a very significant portion of our network infrastructure that has reached end of life, or will be
reaching it in the very near future, and the devices are no longer supported by the manufacturer’'s maintenance
programs. Failure of one or more of these devices could be catastrophic to CCD providing education to the students.

4. Does Metro State University and/or University of Colorado Denver still use AHEC's phone system?

Metro State University and University of Colorado Denver still use the AHEC phone system, but both are moving
forward with plans to replace the AHEC services with internal phone systems. University of Colorado Denver has
already started and is implementing a Cisco VolP system at the Auraria Campus while Metro State University is
moving forward with plans to pilot and purchase a system in the upcoming fiscal year. This would leave CCD stuck
with paying for and maintaining a legacy system in need of substantial costly upgrades.

5. For the cost-benefit analysis, CCD estimated annual expense savings of $150,000. How was this calculated?

Costs incurred by AHEC to operate the campus phone system are allocated between just AHEC, Metro State
University, University of Colorado Denver, and CCD. The current year share for CCD is approximately $250,000. If
this project is funded, CCD will instead be included in the telephone system operated by the Colorado Community
College System, which currently includes participation by all of the CCCS colleges but CCD and OJC today. This
phone system is much larger and newer than the AHEC phone system which will result in a lower annual allocation of
costs to CCD. The estimated share annual share for CCD is $90,000.
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PROGRAM PLAN STATUS and OIT BEST PRACTICES |

Approved Program Plan? Yes Date Approved: ‘ October 29, 2015 ‘

2017-013

The university's program plan was evaluated and approved by the Colorado State University (CSU) Board of

Governors on August 7, 2015.

CSU-Pueblo says that it strives to model its information security plan after the plan established by OIT.

PRIORITY NUMBERS

Prioritized By Priority
Deptlinst NP of 1
OSPB NP of 46

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. FY 2016-17 FY 2017-18 Future Requests Total Cost
GF $0 $3,944,430 $0 $0 $3,944,430
Total $0 $3,944,430 $0 $0 $3,944,430
ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost

Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $150,000 $0 $0 $150,000
Construction $0 $300,000 $0 $0 $300,000
Equipment $0 $2,723,000 $0 $0 $2,723,000
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $187,830 $0 $0 $187,830
Software Acquisition $0 $583,600 $0 $0 $583,600
Total $0 $3,944,430 $0 $0 $3,944,430

PROJECT STATUS

This is a new, never-before requested project. An associated primary modular data center project was funded in FY

2015-16.

PROJECT DESCRIPTION / SCOPE OF WORK

Colorado State University - Pueblo (CSU-Pueblo) is requesting state funds to replace and upgrade multiple elements

of its campus information technology systems. This includes:

e replacing its redundant data center ($985,000);
e upgrading network system security software ($355,000);
¢ performing digital technology upgrades to classrooms ($1,384,500);

e implementing a unified messaging system throughout campus ($902,100); and

e purchasing a new fiber optic splicing and repair truck ($130,000).
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Colorado State University — Pueblo
Campus Information Technology Upgrades and Security

The redundant data center portion of the project is associated with the primary modular data center project that was
funded in FY 2015-16. The university says the project will provide a mirror image of the primary data center in a
geographically different location on campus to provide failover for maintenance or disaster recovery in case of an
issue in the primary data center. Existing equipment will be split between the primary and redundant data centers to
provide a one-to-one system for operation. No new networking or server systems are required as the current
systems were designed with this intended configuration.

The remainder of the project is a new request for funding to address other technological needs of the university,
including:

e campus network and system security upgrades, to install software that provides systems and tools that follow the
Critical Security Controls for Effective Cyber Defense set forth by the Council on Cyber Security (known as the CSC
20 rules);

o digital technology for all 130 campus classrooms, to integrate learning technologies such as computers, specialized
software, audience response technology, assistive listening devices, networking, and audio/visual capabilities;

¢ an integrated messaging system for the campus, to integrate telephone systems with other communications media
such as e-mail, fax, and video messaging, into a single interface, accessible from a variety of different devices; and

e a new fiber optic truck, to repair and maintain Colorado Department of Transportation (CDOT) fiber optic cables that
are used by CSU-Pueblo as part of a Memorandum of Understanding (MOU) with CDOT.

PROJECT JUSTIFICATION |

The university says these technological upgrades are necessary to accommodate the growing technology and
security needs of the university and to replace outdated equipment that is close to the end of its useful life. CSU-
Pueblo says that the current redundant data center is housed in an administrative building with inadequate cooling
and electrical power capabilities, and renovating the administrative building to meet the environmental and power
needs of the ever-increasing demands of the current data center is cost prohibitive. It states that the existing
redundant data center must be replaced because the existing secondary data center could not adequately handle a
complete failover of the primary system during maintenance or disaster recovery.

CSU-Pueblo states that its students, staff, and faculty are connected to more systems outside of the university than
ever before, which means a heightened risk of security breaches and a need for robust information security programs
and tools to combat these cyber security threats. The university says that the Office of Information Technology (OIT)
has provided guidance and leadership in combating these threats, and that CSU-Pueblo wishes to align its
information security plan with that of OIT. To do this, CSU-Pueblo wants to install systems and tools that follow CSC
20 rules and address common security needs, such as:

e limitation and control of network ports, protocols, and services with validated business needs and host-based
firewalls or port filtering tools on end systems;

e maintenance, monitoring, and analysis of audit logs with software to aggregate machine data and identify
anomalies;

¢ and configurations for hardware and software on mobile devices, laptops, workstations, and servers to allow point-
in-time auditing of the security status of the campus.

The academic requirements of the school have vastly outpaced the technology required to support essential learning
needs, says CSU-Pueblo. The university says that is has 130 classrooms that are each outfitted with a desktop
computer, an analog controller, and at least one projector. It explains that these systems have analog connections
that do not support new technologies which have digital inputs. This means that presentations and teaching must be
conducted via whiteboards or the primary classroom computer, limiting the ability of teachers and students to present
and interact with each other. CSU-Pueblo says that it plans to upgrade the teaching podiums to a standard digital
system that would allow the use of independent devices, and that digital classrooms will also be equipped with
ceiling-mounted projectors and projection screens, laptop and desktop connectivity, enhanced sound systems,
touchscreen controls, telecommunications, and video recording capabilities.

According to the university, current campus communications systems consist of a Fujitsu XL 9600 PBX phone
system, Microsoft Exchange for email, and various standalone implementations of video teleconferencing. The
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Colorado State University — Pueblo
Campus Information Technology Upgrades and Security

phone system is 15 years old, is not Voice over IP (VolP) capable, and has not been supported by the manufacturer
for five years. CSU-Pueblo says that reliable operation of the system is at risk if critical compenents need to be
replaced, and implementation of a unified communication system will reduce long distance costs as it will be able to
make use of the campus wide area network (WAN) connection. The new system will also improve video
teleconferencing capability via the ability to use the university's local area network (LAN).

CSU-Pueblo says that it also needs to purchase a new fiber optic truck to replace its 22-year old truck. The truck is a
converted ambulance and it is not set up for winter use. CSU-Pueblo has an MOU with CDOT to maintain CDOT
fiber optic cables in southern Colorado in exchange for the use of the fiber optic lines to connect campuses across
the state. The university says that the truck and its equipment are constantly in demand for campus
telecommunications and fiber optic splicing needs in both emergency and non-emergency situations. If the truck is
not replaced, CSU-Pueblo believes that it will have to contract out to have the work performed, which will have to be
paid for through its operating budget. Based on the amount that the truck is used, the university believes that the
return on investment of the new truck will be two years.

Project alternatives. For the redundant modular data center, the university considered replacing the current
Administration Building's HVAC system. According to the university, this alternative would cost $400,000 to only
upgrade the existing cooling system, thereby greatly increasing the project cost. Additional work for the electrical
system, raised floor system, and flood mitigation would be required. The redundant containerized data center allows
for the upgrade of all systems while allowing existing space to be reused.

Instead of digital classroom upgrades, the university says that it considered using more traditional non-internet and
technology-based teaching as an alternative approach, but that it has seen an increase in the number of instructors in
recent years who wish to provide hybrid classes for their students, and that recent research by Rutgers University has
shown that a mixture of digital delivery and face-to-face interaction are preferred by both faculty and staff.

For its unified messaging system, CSU-Pueblo says that it considered continuing to use existing systems or looking
for a third party or hosted solution for VolP telephone services. The cost of a hosted messaging solution was
deemed too high, and travel and messaging cost savings reported by other state agencies that had implemented
unified messaging led the university to determine that such a system was the best choice.

CSU-Pueblo explored contracting fiber optic maintenance and repair services out to a vendor as an alternative to
purchasing a new fiber optic truck. It says that this alternative is not cost efficient and would lead to it having to pay
about $120,000 per year for fiber repair, while a new truck only costs $130,000.

The university states that it could find no alternatives for the needed network and systems security upgrades it is
requesting under the project.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

The university's Strategic Plan 2015-2020 contains technology and technology-related goals that guide the work of its
Information Technology Services (ITS) department and technology decisions across campus. The plan identifies four
major goals of the university, each of which requires development and support of campus technology. Goal 4 directly
addresses the technology needs of the campus, directing CSU-Pueblo to provide modern and relevant campus
facilities and technology.

For its information technology upgrades and security project, CSU-Pueblo plans to start work and ordering of
necessary equipment and professional services immediately upon receiving state funds. Its goal is to encumber all
state funds within six months of project approval, and to complete all aspects of the project within three years.

For its redundant containerized data center, the university plans to hire an architect to work with a data center design
firm to create the project drawings and scope. The project will include a concrete floor slab to house the data center
as well as electrical connections to the existing power supply and generator currently on campus. The data center
will be custom built off-campus and delivered to campus upon completion. CSU-Pueblo plans to complete the data
center project in nine months. This includes three months to hire an architect and design the project, and six months
for data center construction and installation.
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Colorado State University — Pueblo
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CSU-Pueblo's campus network and system security plan involves working with OIT's Office of Information Security to
ensure the software it installs works in conjunction with the services provided by OIT. The university plans to
complete its security upgrades in 24 months. This includes three months to work with OIT and vendors on a project
design, and 18 months for training, deployment, and documentation of software and procedures.

For the digital classrooms aspect of its project, CSU-Pueblo's ITS department will work with vendors to design,
purchase, and install the digital upgrades. It plans to complete this within 12 months, with three months to work with
vendors on project specifications and procurement, and nine months for installation, deployment, documentation, and
training.

CSU-Pueblo's implementation plan for the unified messaging system is to engage with a unified messaging specialist
to determine the project requirements, implementation time, and scope. The university plans to implement this
aspect of the project so as to prevent disruption of business operations and communications on campus. It believes
this can be done in 12 months, with three months to hire a specialist and design the project, and nine months for
installation, deployment, documentation, and training.

The university plans to purchase and outfit the new fiber splice truck in three months, which includes time for
procurement, configuration, and delivery.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

The university says that a new redundant data center will decrease network downtime, prolong equipment life, and
provide real time backup and disaster recovery. The redundant data center will also provide cooling, power, and a
significant reduction in risk of hazards such as flooding, as it will not be housed within a building envelope. CSU-
Pueblo made cost calculations using its annual operating budget of $45 million to approximate that each minute of
campus downtime has a theoretical cost of $85.60, which equates to $5,137 per hour or $123,288 per day. It justifies
the cost of the redunandant data center based upon these cost avoidances of lost productivity and loss of
instructional time.

CSU-Pueblo says that the proposed network and security system is based completely on the cost avoidance of
security breaches. It says that this aspect of the project is needed to align campus security with OIT's goal of having
all new systems evaluated and monitored in real time.

The university states that providing digital technology to all classrooms will give students access to multiple forms of
instructional delivery and to distance learning, and provide them with experiences and qualifications that match the
needs of the state's employers.

CSU-Pueblo believes that a new unified messaging system will reduce the need for travel, increase the availability of
messaging to multiple devices, and aggregate mulptiple forms of campus communication into one platform.

According to the university, the new fiber splice truck will be configured so that it will be able to operate safely in
areas containing high volumes of traffic and in inclement weather, unlike the current truck. In addition, if the current
fiber truck fails, CSU-Pueblo will need to contract with a vendor for fiber splices and repairs. The university states
that buying the new truck will avoid vendor costs of approximately $120,000 per year, based on an average cost of a
fiber splice or repair of $2,500, and the current fiber truck being used on average four times per month.

SECURITY AND BACKUP / DISASTER RECOVERY |

The university says that security, backup, and disaster recovery capabilities will be enhanced on campus by the
installation of the new redundant containerized data center, which will also provide necessary cooling functions and
electrical connectivity to the campus' emergency generator in case of power outages or surges. CSU-Pueblo says
that the container will be monitored by closed circuit cameras and will have environmental and security monitors to
track data center conditions. The redundant data center will provide the campus with a second, fully-operational data
center that will be able to assume campus operations in case of a failure of the primary containerized data center.

The campus network and system security upgrade will install systems and tools that follow CSC 20 rules, which is the
framework that OIT's Office of Information Security has implemented to minimize cyber security threats.
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For the remaining aspects of the project, CSU-Pueblo says that security and disaster recovery will be provided by
existing IT systems and that implementation will closely follow security guidelines set forth in CSC 20 rules. The
university also says that the fiber splice truck will be stored in a secure location on campus.

BUSINESS PROCESS ANALYSIS

For it's FY 2016-17 request, CSU-Pueblo says that it started by evaluating the campus systems that had the greatest
impact on technological infrastructure, and which could potentially cause:

¢ prolonged business outages or loss of system use;
e monetary losses due to failure, data breach, or other factors; and

e impact to strategic goals set forth by the state, campus, the CSU system, OIT, and Colorado Department of Higher
Education.

According to CSU-Pueblo, the systems determined to be critical on campus were then evaluated by campus
leadership and various IT stakeholders to develop the request so that deficiencies could be corrected and equipment
could be upgraded to allow the university to meet the needs of its various stakeholders. The project request was
developed into a program plan that was evaluated and approved by the CSU Board of Governors on August 7, 2015.

PROJECT SCHEDULE

Start Date Completion Date
Redundant Data Center July 2016 June 2017
Network and System Security July 2016 June 2018
Digital Classroom Technology July 2016 June 2017
Unified Messaging System July 2016 June 2017
New Fiber Truck July 2016 October 2016

OPERATING BUDGET

Operating expenses are paid from institutional sources. According to the college, there will be no impact on the
operating budget.

| STAFF QUESTIONS AND ISSUES

1. Have there been any campus network hacks, security breaches, or suspicious/malicious activity? If so, please
explain.

Like most large organizations, the CSU-Pueblo Information Technology Department has hundreds of attempts per
day to access the university network from non-authorized sources (campus network hacks, security breaches and
suspicious/malicious activity from outside). The request is to improve the ability to track potential malicious activity
and to prevent any damage from happening. To date, the attempts have not resulted in significant adverse
consequences to the university. However, this funding proposal would improve the university’s ability to stop these
unwanted attempts to access the university’s network from non-authorized sources.

2. Why didn't CSU-Pueblo indicate the need for a redundant data center when it requested funds for the Modular
Data Center project in FY 2015-167

Currently, Colorado State University - Pueblo has two datacenters to provide network capabilities on campus. Both
datacenters are located in spaces without the appropriate HVAC and circulation necessary to accommodate heat
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Campus Information Technology Upgrades and Security

loads produced by the equipment. Colorado State University - Pueblo was very fortunate to receive funding for the
Modular Data Center project in FY 2015-16. When submitting the requests, the University was viewing the projects
as independent projects that were individually improving the two different networking environments.

3. Has CSU-Pueblo considered installing its own fiber backbone, rather than relying on the CDOT fiber system? Are
other fiber options available to CSU-Pueblo other than using the CDOT fiber system? |s the current fiber truck
meeting all of the responsibilities of the MOU with CDOT?

Colorado State University - Pueblo did consider installing its own fiber backbone, but due to the large cost it was
more beneficial for the two state agencies to create a cooperative agreement with CDOT. Installation of the fiber can
cost more than $100,000 per mile and would require multiple easements and rights of way. There are other entities
that commercially sell fiber systems, but they are very costly and the end user does not have the control required to
manage a network system the size of the one on the CSU - Pueblo campus.

The fiber truck is currently meeting all of the requirements of the MOU with CDOT. The truck is now 22 years old and
will need to be replaced soon.

4. Moving the datacenter outside a physical building increases risks to the data being stored. What risks did you
consider when deciding upon a containerized datacenter solution?

The new datacenter would include a datacenter infrastructure management (DCIM) system. The system would
include video surveillance, physical access alerting, temperature and fire monitoring and alerting, and much improved
security over the current datacenters. The datacenter would be above grade to minimize the risks of flooding whereas
the current datacenter is located directly below a janitorial closet and water damage has occurred in the past. The
current datacenter does not have a DCIM in place.

5. Who quoted the $400,000 cost for HVAC renovation?

University staff creating the estimated cost working with a datacenter design specialist working with mechanical and
electrical contractors for installation.
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PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-019

Approved Program Plan? N/A Date Approved: ‘

The university states that this project and network design align with industry best practices for network operation,
including end user policies, authenticated access, and encryption. The project will follow Project Management
Institute project implementation strategies.

PRIORITY NUMBERS

Prioritized By Priority
Deptinst 1of 1
CCHE 25 of 31
OSPB 37 of 46 Not prioritized. Not recommended for funding

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. FY 2016-17 FY 2017-18 Future Requests Total Cost
CCF $0 $3,123,300 $0 $0 $3,123,300
Total $0 $3,123,300 $0 $0 $3,123,300

ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $52,500 $0 $0 $52,500
Construction $0 $0 $0 $0 $0
Equipment $0 $2,970,800 $0 $0 $2,970,800
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $100,000 $0 $0 $100,000
Software Acquisition $0 $0 $0 $0 $0
Total $0 $3,123,300 $0 $0 $3,123,300

| PROJECT STATUS |

This is a new, never-before requested project.

| PROJECT DESCRIPTION / SCOPE OF WORK |

The University of Northern Colorado (UNC) is requesting state funds to replace its wireless and network
infrastructure, including controllers, wireless access points, switches, and cabling, over the course of nine to ten
months. The university says that it has prepared for the upgrade by making investments in bandwidth, border
network devices, intrusion prevention, power upgrades, and staffing. The project goals include:

e replacing aging and failing equipment;

e increasing wireless coverage and bandwidth in academic and residential buildings;

e meeting student and faculty bandwidth expectations;

¢ providing power over Ethernet (PoE) for new wireless access points and other network devices;
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University of Northern Colorado
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e allowing greater integration between building automation and life safety systems;
e preventing surges, brownouts, and power losses to network equipment; and
e increasing overall campus network security.

The university states that this upgrade will bring UNC technology up to current needs and standards and provide five
to seven years of service without the need for further upgrades.

PROJECT JUSTIFICATION

According to UNC, its current wireless and network infrastructure is approximately seven to eight years old. The
university contends that the existing wireless technology is failing and has reached the end of its useful life.
Specifically, UNC indicates that the two Cisco wireless services modules' (WiSMs) hardware and software support
agreements are nearing expiration and the university is over capacity on licensing with no redundancy if one or both
WiSMs fail. Additionally, 15 network switches failed during the 2014-15 academic year, with another three failing
since July 1, 2015.

The university says that students in a modern educational environment use multiple computing devices and require
additional bandwidth for high definition media use. Additionally, building automation (e.g., thermostats and door
locks) and life safety (e.qg., fire alarms and security cameras) use wireless technology. The university hopes to utilize
PoE to provide greater bandwidth to students and better integrate building and life safety functions.

| PROGRAM INFORMATION AND IMPLEMENTATION PLAN |

UNC employs several different IT-specific project managers and will assign one to this project to review the original
scope. The university plans to hold a kickoff meeting, which stakeholders and technical staff will attend where project
policies and procedures will be reviewed, including the change management procedure. Network closets will be built
in parallel and switched over during well-defined network maintenance windows. According to the university, access
point installations will be scheduled with building coordinators and communicated through the change management
process. Training will be provided through online sessions with Cisco. The university has an IT governance group
that includes academic, student, and administrative units, which will play a key role in the implementation and change
management processes.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

The university was unable to quantify cost savings attributable to the project and did not perform a cost benefit
analysis. It discussed a number of project alternatives, including taking no action, using multiple vendors or a single
vendor other than Cisco to find the best price on equipment, and implementing the project slowly over several
phases, but rejected these alternatives.

SECURITY AND BACKUP / DISASTER RECOVERY

The university explains that this project will allow it to build a redundant and robust network infrastructure that will
allow for the integration of life safety and security devices across campus. The increased capabilities, which include
higher levels of encryption and security features, will allow for cameras and other devices to be installed where power
might not have been previously available.

BUSINESS PROCESS ANALYSIS

The university says that the inadequacies of the existing wireless and network infrastructure were identified through
the campus project process and discussions with key leaders at the university. Students signed a petition asking for
more bandwidth and better wireless coverage. Upon being alerted to the students' concerns, the university began
studying technology requirements and identifying equipment that had reached the end of its useful life. The
conclusion reached by this study was to work with Cisco on a two-part implementation. To that end, the university
has already increased bandwidth, border router capabilities, and reliability of power. UNC indicates that it talked to
several public private institutions about alternatives and decided that an all-at-once approach to the second part of
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University of Northern Colorado
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the implementation plan was appropriate in order to take advantage of opportunities for bulk purchasing discounts.

PROJECT SCHEDULE
Start Date Completion Date
Contracting May 2016 July 2016
Design and Implementation May 2016 January 2017
Completion February 2017

OPERATING BUDGET

UNC currently has the appropriate staff needed to support this project and the associated ongoing
maintenance. The upgrade would require an additional $40,000 per year in maintenance agreements
for new networking gear. The university intends to absorb this additional cost moving forward.

| STAFF QUESTIONS AND ISSUES

1. Has the current wireless network failed during the 2014-15 academic year? If so, how many times or what
percentage of time has it been down?

The UNC wireless system as a whole has not failed during the 2014-2015, however we have had 17 wireless access
points fail.

2. Please explain the current power capacity and its inability to power modern wireless access points and other IT
equipment.

Our current Cisco 3750 Power of Ethernet (PoE) switches have a power capacity of 540Watts. Below is a list of
general network devices powered by our edge network:

Cisco IP Phones 7911, 7936, 7937, 7940, 7941, 7942, 7945, 7960, 7961, 7965, 8831, 9951, 9971 use between
6.3Watts — 13.5Watts

Axis IP Cameras — 15.4Watts

Cisco Wireless Access points — 15.4Watts

GAI-Tronics SIP phones — 15.4Watts

UNC'’s enterprise environment utilizes one network drop for both computer and phone service per person and often
we run into power consumption issues at the edge level given number PoE device per 48 port switch. UNC is
already behind in wireless deployment for modern wireless technology 802.11ac. Wireless AC requires PoE +
capable switches as well as increased power consumption of 16.1Watts.

3. What equipment is currently failing and in need of replacement?

Our two WiSM'’s are end of life on hardware and software support. We are currently over capacity on licensing (150
access points per WiSM) with no redundancy if one or both WiSM'’s fail. We have also had 15 Cisco 3750 switches
fail over the 2014-2015 academic year which we were fortunate to replace via SmartNet RMA until 7-1-15 when all
Cisco 3750 switches became End of Life. As of 7-1-15 we have already had 3 Cisco 3750 switches fail with no
support for replacement.

4. What are the life safety and security devices that the network relies upon?
Our campus utilizes our edge switch environment to power a total 3,400 VolP phones, 84 of which are for Area of

Shelter and Refuge locations as well as 29 emergency pole phones for campus emergency naotifications and 911.
We also support building automation systems such as fire alarms and HVAC alarms for our data centers via the edge
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network. As for campus security we have 405 network IP cameras in various buildings and outdoor spaces.
5. Please explain the current levels and features of UNC's network security.

The UNC infrastructure includes the following security systems:
Unified Threat management -

Intrusion Prevention

Intrusion Detection

Data Leak Prevention

Web Application Controls

Anti-Malware inspection

Network Architecture and Analysis Tools -
Firewalls
Device by Device ACL’s
Traffic Shaping
Penetration and Vulnerability Scans
Proxy Servers

Security Information Event Management (SEIM)
Log Analysis and Aggregation Tools
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Form CC-P IT

Five-Year Capital Construction Program FY 2016-17 to FY 2020-21

Prepared By:

Bret Naber

Agency or Institution:

University of Northern Colorado

Phone:

970-351-1887

E-Mail:

bret.naber@unco.edu

Budget Year

Renovation

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEEF I VEE TS VALY IRy VLT (A
EY 2015-16 Request Request Request Request
Capital Construction |CCF $3,123,300 $0 $3,123,300 $0 $0 $0 $0
Wireless and Network Upgrade Funds
IT1 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $3,123,300 $0 $3,123,300 $0 $0 $0 $0

Budget Year

Renovation and Expansion

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEET IO VG TIRER VEEY (ROXT7 YEED (R
EY 2015-16 Request Request Request Request
DataCenter Hardware Upgrade Capital Construction |CCF $2,500,000 $0 $0 $2,500,000 $0 $0 $0
Funds
Priority: |IT 2 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $2,500,000 $0 $0 $2,500,000 $0 $0 $0

Budget Year

Renovation

" o n . . . Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation R:\?L;Zi;(lrel Request Request Request Request
Voice and Storage Upgrades Capital Construction |CCF $900,000 $0 $0 $0 $900,000 $0 $0
Funds
Priority: [IT 3 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $900,000 $0 $0 $0 $900,000 $0 $0

Budget Year

Renovation

. Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation RFe‘?;Zslts-erel Request Request Reses: ReaES:
Backup and Recovery Systems Capital Construction |CCF $600,000 $0 $0 $0 $0 $600,000 $0
Funds
Priority: |IT 4 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $600,000 $0 $0 $0 $0 $600,000 $0

Budget Year

. . . . . - Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 ReGEs RSt ReaeEs Reaes
FY 2015-16
Capital Construction |CCF $0 $0 $0 $0 $0 $0 $0
Funds
Priority: Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $0 $0 $0 $0 $0 $0 $0
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Lamar Community College
Technology Infrastructure

PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-015

Approved Program Plan? Waived Date Approved: ‘ October 29, 2015

Lamar Community College (LCC), as part of the Colorado Community College System, adheres to the system's IT
policies and procedures.

PRIORITY NUMBERS |

Prioritized By Priority
Deptinst 1of 1
CCHE 28 of 31
OSPB 40 of 46 Not prioritized. Not recommended for funding.

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. FY 2016-17 FY 2017-18 Future Requests Total Cost
CCF $0 $644,400 $0 $0 $644,400
Total $0 $644,400 $0 $0 $644,400

ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $12,200 $0 $0 $12,200
Construction $0 $0 $0 $0 $0
Equipment $0 $610,200 $0 $0 $610,200
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $0 $0 $0 $0
Software Acquisition $0 $22,000 $0 $0 $22,000
Total $0 $644,400 $0 $0 $644,400

| PROJECT STATUS |

This is a new, never-before requested project.

| PROJECT DESCRIPTION / SCOPE OF WORK |

LCC is requesting state funding to upgrade its technology infrastructure. Areas of improvement include:

e wired and wireless networks;

® Servers;

e internet protocol (IP) telephony devices;

e multimedia instructional technology; and

o office and classroom computer equipment.

The college explains that the upgrades will improve service availability, security, performance, efficiency, and
student/staff productivity.
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I Fiscal Year 2016-17 Information Technology Request I

Lamar Community College
Technology Infrastructure

PROJECT JUSTIFICATION |

According to LCC, many of its IT systems are six or more years old and do not support current technologies that
improve service availability, security, performance, efficiency, and student learning. Most of the college's network
switches have reached the end of vendor software support and do not support current networking technologies. New
security enhancements are not available leading to vulnerability. The college reports that the network core is not fault
tolerant, which means that the failure of a critical harware component in the core network switch would likely result in
a complete loss of access to network, data, internet, and phone services for many hours. Other failure concerns
include the wireless network controller, various data storage servers, and the IP phone systems.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

LCC computer center staff will be responsible for the implementation of the project. Systems will be installed on a
schedule that minimizes impact to daily operations whenever possible. Classroom upgrades will happen during times
the classrooms are not in use, such as breaks between terms. Servers and core switches will be installed during July
2016 and the remaining switches will be phased in with an expected completion date of December 2016. Office
computers and upgrades will be phased in from July 2016 through July 2017. LCC says that its staff will provide
training and additional support resources to college staff and students to ensure that they are able to maximize the
use of the new technology.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

The college was unable to quantify cost savings or return-on-investment calculations, but explains that such savings
will be realized by minimizing or eliminating lost productivity and learning opportunities due to inadequate technology.
According to LCC, the new technology will provide a modern, secure, high-performing, highly capable, and available
technology infrastructure that will improve work and learning environments.

As a project alternative, LCC will implement planned technology improvements as budgeting allows; however, based
on current budget allocations, it will take over 20 years to complete just the switch upgrade component of the project.
Another alternative is to search for and utilize external funding sources.

SECURITY AND BACKUP / DISASTER RECOVERY

The college expects to decrease its security risk through the replacement of outdated systems with no availability of
security fixes or enhancements.

|BUSINESS PROCESS ANALYSIS |

The college says the the project was designed to improve the work and learning experience for staff and students.

| PROJECT SCHEDULE |
Start Date Completion Date
Equipment June 2016 June 2017
Completion June 2017
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I Fiscal Year 2016-17 Information Technology Request I

Lamar Community College
Technology Infrastructure

OPERATING BUDGET |

LCC has budget line items for recurring costs such as maintenance agreements and software licensing. No increase
in operating expenses is expected as a result of this project.

| STAFF QUESTIONS AND ISSUES

1. Has the current "core network" failed during the 2014-15 academic year? If so, how many times or what
percentage of time has it been down?

No.

2. What is the current wireless network configuration and the proposed system configuration?

Current: 34 APs managed by 1 Controller

Proposed: 45 APs managed by 2 Controllers in redundant/high availability configuration with enhanced security
features

3. What type and quantity of VoIP phones will be installed as part of the project?

Desk phones 173
Conference phones 7

4. What type and quantity of computers will be installed as part of the project?

Desktops 130
Laptops 30

5. What type and quantity of servers will be installed as part of the project?
Rack mount 3

6. House BIll 15-1266 requires all information technology budget requests to identify and quantify anticipated
administrative and operating efficiencies or program enhancements and service expansion through cost-benefit
analyses and return-on-investment calculations. Has LCC quantified the cost savings as part of the cost benefit
analysis? If so, please provide the quantification or if not, make a quantification about the assumptions stated in the
cost-benefit analysis section of the CC-C narrative.

The savings and cost benefit that comes from new technology is not necessarily a true measurable savings, but
allows LCC to replace older or obsolete equipment, as well as improve efficiencies and the student experience.
Additionally, new equipment is often less costly to maintain, and the opportunity cost of not purchasing the equipment
allows LCC to spend those funds on other initiatives such as instruction and academic support.
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I Fiscal Year 2016-17 Information Technology Request I

Otero Junior College
Technology Infrastructure

PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-016

Approved Program Plan? Waived Date Approved: ‘ October 29, 2015

Otero Junior College (OJC), as part of the Colorado Community College System (CCCS), adheres to the system's IT policies and
procedures.

PRIORITY NUMBERS |

Prioritized By Priority
Deptinst 1of 1
CCHE 29 of 31
OSPB 41 of 46 Not recommended for funding.

PRIOR APPROPRIATION AND REQUEST INFORMATION

Fund Source Prior Approp. FY 2016-17 FY 2017-18 FEuture Requests Total Cost
CCF $0 $637,500 $0 $0 $637,500
Total $0 $637,500 $0 $0 $637,500

ITEMIZED COST INFORMATION

Cost Item Prior Approp. EY 2016-17 EY 2017-18 Future Requests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $0 $0 $0 $0
Construction $0 $0 $0 $0 $0
Equipment $0 $637,500 $0 $0 $637,500
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $0 $0 $0 $0
Software Acquisition $0 $0 $0 $0 $0
Total $0 $637,500 $0 $0 $637,500

PROJECT STATUS

This is a new, never-before requested project; however, staff notes that OJC requested and received funding for
technology infrastructure upgrades in FY 2015-16 and indicates in the school's five-year plan that similar requests will
be forthcoming through the next several years.

| PROJECT DESCRIPTION / SCOPE OF WORK

0JC is requesting state funds to continue the process that was begun in FY 2015-16 of upgrading and improving its
technology infrastructure. According to the college, this project will involve replacement of the storage area network
(SAN) in order to maintain a high level of performance in its data storage and retrieval system. Additionally, the core
network switch and the school's two-way, interactive audio/video course delivery system (tele-presence) will also be
replaced.
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Otero Junior College
Technology Infrastructure

PROJECT JUSTIFICATION |

The SAN and the core network switch are both approximately ten years old. While neither have experienced
performance issues to date, OJC is concerned about the reliability of the system.

Approximately 23 percent of OJC students take online, remote delivery courses while enrolled. The school contends
that technological advances in the area of tele-presence will require the upgrade or replacement of units in the near
future in order to maintain the optimum level of performance.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

0OJC and CCCSsS IT staff will be responsible for implementation of the project. The college also expects installation
support from equipment vendors. The upgrade plan involves very little interruption to end users as most of the
changes will happen behind the scenes.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

The college states that the requested investment in storage, network, tele-presence, and equipment upgrades will
contribute to its ability to continue to offer top quality education opportunities to students and provide instructors with
the necessary tools to effectively convey subject matter to their students. OJC further indicates that quantifying a
return on investment is difficult due to the nature of IT, which lends itself to obsolescence after a short period of time.

| SECURITY AND BACKUP / DISASTER RECOVERY |

0JC performs daily backups that are stored both on site and with the CCCS System Office in Denver.

[BUSINESS PROCESS ANALYSIS |

0OJC believes that its operation design is effective and efficient and IT staff can improve its provision of quality service
with the requested upgrades.

PROJECT SCHEDULE

Start Date Completion Date
Equipment October 2016 June 2018
Completion June 2018

| OPERATING BUDGET |

Operating expenses are paid from institutional sources.

| STAFF QUESTIONS AND ISSUES |

1. Have there been any performance issues with the current core switch?

Otero Junior College has not experienced performance issues with the current core switch. However, the age of the
current switch equipment is concerning in that, as new software developments are published, the current switch
equipment may shortly become outdated and unable to accommodate new operating and instructional software that
the College will be required to utilize.

2. What percentage of students use "remote delivery" as their primary means of attending class?
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I Fiscal Year 2016-17 Information Technology Request I

Otero Junior College
Technology Infrastructure

Approximately 23% of Otero Junior College students take online “remote delivery” courses while enrolled. Nearly
100% of students utilize “remote access” to coursework in some form in that the College requires participation in “D 2
L” software that provides for student / instructor communication for a variety of information including, but not limited
to, homework assignments/completion, grade reporting, supplemental course information, conversation between
instructors and students, etc.

3. What is OJC's current data backup strategy?

Complete backup of data is conducted, at a minimum, on a daily basis both for information stored locally at Otero
Junior College as well as information stored with the CCCS System Office in Denver.

4. The CC-C budget worksheet indicates no funds are being requested for professional services. Will OJC or CCCS
design the project in-house?

Otero Junior College information technology personnel along with Colorado Community College System information
technology staff will design, install, and implement this project. Generally, there will be vendor technical assistance
available to assist in installation, the cost of which is normally built in with the equipment pricing.

5. Why didn't OJC’s request in FY 2015-16 for its Technology Infrastructure Upgrade project indicate the need for
SAN upgrades, the core switch replacement, or the replacement of the tele-presence units? Did OJC consider
submitting this year’s request as a FY 2015-16 supplemental request rather than a FY 2016-17 budget request?

Otero Junior College addressed our most immediate needs in our initial request for IT funding last year that included
computers, monitors, software, and other peripheral equipment. The time requirements associated with purchase,
receipt, installation, and training of staff for the new equipment is significant and we did not want to overload the
College’s IT staff of 4 individuals with additional work over and above their normal duties. Our intent is to allow ample
time to complete a successful implementation of the initial project and then proceed with a second project to
accommodate storage and other “behind the scenes” upgrades. Otero Junior College did not consider the current
request as a FY 2015-16 supplemental in that we looked at this year’s request as a separate project. We could
easily treat this year’s current request as a supplemental if that is what is preferred.

With the continuous innovation and improvements that occur in the information technology industry, equipment and
software purchased today can be outdated and ineffective tomorrow. The telepresence units we currently have in
use will accommodate our needs at present, however, enhancements will most likely become available in the near
future and if we can have funding via capital requests for an extra year or two down the road, we increase our
chances of staying abreast of information technology advances thus offering our students and instructors the latest
technology so that learning and teaching can happen in the most effective and advantageous manner possible.

6. House BIll 15-1266 requires all information technology budget requests to identify and quantify anticipated
administrative and operating efficiencies or program enhancements and service expansion through cost-benefit
analyses and return-on-investment calculations. Has OJC quantified the cost savings as part of the cost benefit
analysis? If so, please provide the quantification or if not, please make a quantification about the assumptions stated
in the cost-benefit analysis section of the CC-C narrative.

COST BENEFIT ANALYSIS — RETURN ON INVESTMENT- QUANTIFICATION:

Otero Junior College’s reliance on technology has become our primary lifeline that allows us to achieve one of our
goals as remaining a premier institution of higher education. The requested investment of $637,500 in storage,
network, telepresence, and equipment upgrades will contribute to the College’s ability to continue to offer top quality
educational opportunities to our students and provide our instructors with the necessary tools to effectively convey
subject matter to the students. It is difficult to quantify a return on investment of this $637,500 in that, with the
tremendous technological advances that have taken place in the past few years, this investment could be obsolete
within a year or two (or less) after installation and implementation. Investment in technology upgrades are mandatory
and must be conducted in a timely manner in order for Institutions of Higher Education (as well as many other
organizations) to remain competitive and achieve overall goals of providing quality education at a reasonable cost.
The majority of technology equipment is, by nature, a short-lived asset and most likely will not provide any long term
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I Fiscal Year 2016-17 Information Technology Request I

Otero Junior College
Technology Infrastructure

use or a “normal” computed rate of return of 5.0 or 10.0%. The second technology equipment is placed into service it
begins depreciating in value and, at best, provides a temporary advantage that assists in achieving goals and
strategic objectives. The cost benefit of a $637,500 investment in technology is quantified only by the fact it allows, in
our case, an institution of higher education to remain viable and operational for a relatively short period of time.
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Form CC-P
Five-Year Capital Construction Program FY 2016-17 to FY 2020-21 Prepared By:  [PavickMalott-Vice President of Administrative Services

Phone: 719-384-6823 E-Mail:  [enebisones

Agency or Institution:

Otero Junior College

Budget Year

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VT WD VEED UIES VEEY (R VET (A%
FY 2016-17 Request Request Request Request
Capital Construction |CCF $637,500 $0 $637,500 $0 $0 $0 $0
Technology Infrastructure Funds
1 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: 4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: na Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $637,500 $0 $637,500 $0 $0 $0 $0

Renovation and Expansion

Budget Year

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VT WD VEED UIES VEEY (R VET (A%
FY 2016-17 Request Request Request Request
Technology Infrastructure Capital Construction |CCF $550,000 $0 $0 $550,000 $0 $0 $0
Funds
Priority: 1 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Ea Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: na Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $550,000 $0 $0 $550,000 $0 $0 $0

New Construction

Budget Year

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEED 1D cagiiice VEE [Ty VEED (S
FY 2016-17 Request Request Request Request
Technology Infrastructire Capital Construction |CCF $600,000 $0 $0 $0 $600,000 $0 $0
Funds
Priority: 1|Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: |n/a Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $600,000 $0 $0 $0 $600,000 $0 $0

New Construction

Budget Year

. L A q q P— Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation R:g;;slteigl Request Request Request Request
Technology Infrastructure Capital Construction |CCF $650,000 $0 $0 $0 $0 $650,000 $0
Funds
Priority: 1|Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft:|n/a Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $650,000 $0 $0 $0 $0 $650,000 $0

Budget Year

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEE WD Ncagihice VGE (R VT (AT
FY 2016-17 Request Request Request Request
Technology Infrastructure Capital Construction |[CCF $700,000 $0 $0 $0 $0 $0 $700,000
Funds
Priority: 1|Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft:|n/a Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $700,000 $0 $0 $0 $0 $0 $700,000
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I Fiscal Year 2016-17 Information Technology Request I

Pueblo Community College
Critical Core Technology Infrastructure

| PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-018
Approved Program Plan? Waived Date Approved: ‘ October 29, 2015
| PRIORITY NUMBERS |

Prioritized By Priority

Deptinst 1 of 1 CCCS priority 3 of 4.

CCHE 25 of 31

OSPB 42 of 46 Not recommended for funding.

PRIOR APPROPRIATION AND REQUEST INFORMATION
Fund Source Prior Approp. EY 2016-17 FY 2017-18 Future Requests Total Cost
GF $0 $1,490,050 $0 $0 $1,490,050
Total $0 $1,490,050 $0 $0 $1,490,050
ITEMIZED COST INFORMATION
Cost Item Prior Approp. FY 2016-17 FY 2017-18 Future Reguests Total Cost

Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $0 $0 $0 $0
Construction $0 $0 $0 $0 $0
Equipment $0 $1,490,050 $0 $0 $1,490,050
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $0 $0 $0 $0
Software Acquisition $0 $0 $0 $0 $0
Total $0 $1,490,050 $0 $0 $1,490,050

[PROJECT STATUS |

This is a new, never-before requested project.

| PROJECT DESCRIPTION / SCOPE OF WORK |

Pueblo Community College (PCC) is requesting state funds to replace and upgrade components of the core
technology infrastructure serving the college's students, faculty, and staff. According to the college, the project will
allow it to provide effective education to its students, remain competitive, replace technology that is at the end of its
useful life, improve network performance, and support increased collaborative and online learning environments.
The scope of the project includes improvements to physical and virtual infrastructure systems, such as:

¢ core network switches, which will be located in multiple campus and building locations along with associated power

backup technologies;

o disk storage, including fault tolerant disk arrays and technologies to provide centralized data storage;
¢ network wireless solutions, which provide the predominant method of connectivity for students and staff;
o collaborative conferencing solutions, including video and audio conferencing technologies to enable distance

learning; and
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I Fiscal Year 2016-17 Information Technology Request I

Pueblo Community College
Critical Core Technology Infrastructure

¢ servers, which support instructional and administrative networks, file and print, internet web sites, security systems,
video, telephony, and learning repositories.

PROJECT JUSTIFICATION

According to the college, advancements in technology and changes in educational needs have led to the use of
technologies of all types being a required part of every curriculum at PCC. The college says that the recent
proliferation of iPads, tablets, and smart phones means that most students now carry multiple devices, all connecting
independently or concurrently to the campus network, which must be capable of managing all these devices in an
efficient and secure manner to enable students to effectively complete course assignments. Limited funding has
meant that the college is unable to keep up with these growing demands. PCC says that its existing technology
infrastructure systems are either at end of life with limited to no support, or are at maximum capacity. The college
states that these physical and virtual systems are vital to the operation of the college, the loss of which would have a
significant impact on its ability to continue to function.

PCC says that much of the college’s technology infrastructure can no longer be upgraded or maintained by support
contract as the various systems are at or near their 10- to 15-year usable life. In the case of a system failure, PCC
says it could see excessive downtime for part or all of the college. Examples of risk include:

¢ network switch technology that controls networking and communications systems in some of the college's buildings
could fail and result in administrative systems being down for days or weeks;

¢ antiquated data backups that use tape drive and disk storage equipment create a risk of permanently losing data;
and

¢ remote student needs for video conferencing and collaborative learning technologies will be unsupportable with
current campus technologies by 2016.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

PCC says its Information Technology (IT) Services staff will have responsibility for sizing, quoting, ordering, and
installing the project, with consultation support from the technology vendors it contracts with. IT staff plans to
complete the majority of replacements and upgrades behind the scenes, across all four campus locations, with users
being able to continue to operate the technology they use with little interruption and training. IT staff will also be
responsible for day-to-day support of the new infrastructure.

PCC states that it adheres to Colorado Community College System (CCCS) IT policies and procedures to ensure
compatibility with system-wide upgrades, connectivity, and performance needs, and works closely with CCCS IT
department staff.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES |

The college believes that cost savings will be realized through gained efficiencies and system performance, and the
cost avoidance of prevented interruption to business due to failure of technology systems. Through the use of a
standardized disaster recovery calculator to analyze potential costs for down time due to outages, PCC estimates the
cost for productivity and data loss at a minimum of $1.2 million if it has 2 major outages in a single year.

PCC also provides a theoretical cost of loss based on employee salaries that would be incurred from a major
disruption in service, as seen in more detail in question #4 in the Staff Questions and Issues section, and
Attachment A.

SECURITY AND BACKUP / DISASTER RECOVERY |

The college says that updated backup technologies are needed to ensure that a critical loss of data does not occur
from its current use of outdated tape drive and disk storage equipment.

PCC says that it adheres to CCCS IT policies and procedures, and works closely with personnel in the system IT
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Pueblo Community College
Critical Core Technology Infrastructure

office, to ensure compatibility with system-wide connectivity and performance.

BUSINESS PROCESS ANALYSIS

According to the college, this project is designed to improve equipment performance with technological advances in
the areas of storage, server processing, analytics, and security. PCC IT staff and technical and engineering staff
from various vendors have reviewed the technologies and associated plans over a period of months to identify and
track systems that are to be replaced.

PROJECT SCHEDULE
Start Date Completion Date
Core Network Switches August 2016 April 2017
Disk Storage November 2016 December 2016
Wireless Networks November 2016 May 2017
Collaborative Conferencing Solutions July 2016 June 2017
Servers July 2016 June 2017

OPERATING BUDGET

Operating expenses are paid from institutional sources. According to the college, there will be no impact on the
operating budget.

| STAFF QUESTIONS AND ISSUES

1. Has the current "core network" failed during the 2014-15 academic year? If so, how many times or what
percentage of time has it been down?

We have had component failure on the core network. Without hardware support being in place, the failures would
have been critical. We have had three component failures in the past academic year. If we would not have had
support on the technology we could have sustained significant downtime for the all network systems within a building
/ campus. With current support / parts replacement in place no downtime was incurred this past year.

2. What percentage of the student population uses remote instruction as their primary means of attending class?

Sometimes Online FY15: 50.4%

50.4% of students were enrolled in at least one online course (students whose online course enroliment constituted
between 1%-100% of their overall course enrollment):

-12.5% of students enrolled in only online courses (students whose online course enrollment constituted 100% of
their overall course enrollment)

-37.9% of students enrolled in some combination of online and physical campus courses (students whose online
course enroliment constituted 1% - 99% of their overall course enrollment)

Always Online FY15: 12.5%
3. Please explain the "required performance specifications” for the blade servers and physical servers that are not

currently being met.
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Pueblo Community College
Critical Core Technology Infrastructure

While these servers are currently meeting specifications needed by hardware and software vendors. By June 2017,
these servers will be termed “End of Life” by the manufacturer. We will then not be able to upgrade to the latest
versions of operating systems to protect them from security vulnerabilities, viruses, and malware. We will not be able
to add in newly manufactured devices and hardware, thus restricting program improvements. If we have a hardware
failure we would not be able to get in replacement parts. This could lead to extensive down time and the inability to
provide instruction to students.

4. House Bill 15-1266 requires all information technology budget requests to identify and quantify anticipated
administrative and operating efficiencies or program enhancements and service expansion through cost-benefit
analyses and return-on-investment calculations. Has PCC quantified the cost savings as part of the cost-benefit
analysis? If so, please provide the quantification or if not, please make a quantification about the assumptions stated
in the cost-benefit analysis section of the CC-C narrative.

The cost savings for PCC'’s requests will be realized by cost avoidance for interruption of business due to failure of
technology systems. When PCC is no longer able to have manufacturer support to provide parts and software
support for major hardware, major outages / downtime is inevitable.

Use of standardized disaster recovery calculators to analyze potential costs for down time due to outages, provides
estimates of the cost for productivity and data loss at a minimum of 1.2 million if PCC had 2 major outages in a single
year.

Taking a more analytical approach, the following chart provides a theoretical cost of loss based on employee salaries
that would be incurred for major disruption in service (see Attachment A).

It is extremely important to note that the projected revenue loss due to system outages for returning students or for
not enrolling new students is difficult to measure. If a major outage for technology were to occur during critical times
of the semester including enrollment, finals week and etc., the potential to jeopardize our students education is
enormous. The inability to serve the majority of our students for a sustained period of time could lead to extensive
make-up time and / or jeopardized graduation / completion rates and ruin the health of the college.

5. PCC did not include contingency costs in the request. Please explain why.

The rationale from PCC is the IT costs are much more stable and known than a capital construction project and thus
they didn’t add a contingency. Also, they don’t want to ask for more money than they actually need.
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Attachment A. Pueblo Community College Disaster Recovery Cost Projections

[pisaster Recovery Costs Projections for PCC

Funding |Employee Type FTE Avg Annual Salary | |Average Weekly Average Weekly
with Benefits with Benefits with Benefits
|Employee |Faculty 103.5 57,833,359 $148,359 53,709
APT 144.57 510,451,998 $197,954 54,949
Classified 80.3 44,335,961 £B2,120 52,053
Total 328.77 £22,621,318 5428433 510,711
|Estimated Costs for Outage Pericd
Loss of Core switch Estimated % of | [Cost Per Hour Minor Qutage with Major Outage with

Employees Estimated Mumber of | |Estimated Number of
Effected by Hours for Recovery Hours for Recovery
Cutage With Estimated Costs | [With Estimated Costs
Hrs Cost Hrs Cost
MNetwork Switch 0.3 £3,213.25 4 512,852,599 ao| $257,059.80
Classrooms / Admin
Metwork Switch 0.8 $8,568.66 4 534,274.64 80| $685,492.80
Campus
Network Switch College 0.95 $10,175.28 4 $40,701.14 80| 5814,022.70

Source: Pueblo Community College.







I Fiscal Year 2016-17 Information Technology Request I

Transportation
1-25 Fiber Optic Communications Infrastructure

| PROGRAM PLAN STATUS and OIT BEST PRACTICES | 2017-027
Approved Program Plan? N/A Date Approved: ‘
| PRIORITY NUMBERS |
Prioritized By Priority
Deptinst 1 of 3
OSPB 44 of 46 Not recommended for funding.
PRIOR APPROPRIATION AND REQUEST INFORMATION
Fund Source Prior Approp. FY 2016-17 FY 2017-18 FEuture Requests Total Cost
CCF $0 $6,000,000 $0 $0 $6,000,000
Total $0 $6,000,000 $0 $0 $6,000,000
ITEMIZED COST INFORMATION
Cost Item Prior Approp. EY 2016-17 FY 2017-18 Future Reguests Total Cost
Land Acquisition $0 $0 $0 $0 $0
Professional Services $0 $1,000,000 $0 $0 $1,000,000
Construction $0 $3,400,000 $0 $0 $3,400,000
Equipment $0 $1,600,000 $0 $0 $1,600,000
Miscellaneous $0 $0 $0 $0 $0
Contingency $0 $0 $0 $0 $0
Software Acquisition $0 $0 $0 $0 $0
Total $0 $6,000,000 $0 $0 $6,000,000
| PROJECT STATUS |

This is a new, never-before-requested project.

| PROJECT DESCRIPTION / SCOPE OF WORK |

The Colorado Department of Transportation (CDOT) is requesting state funds to extend the department-administered

fiber optic telecommunications "backbone" along Interstate 25 from Aguilar, in Las Animas County, to the

Colorado/New Mexico border. CDOT uses the telecommunications backbone to operate its Intelligent Transportation

Systems (ITS) infrastructure to gather data, which the department uses to manage traffic and traffic incidents while

providing real-time information to the traveling public. The addition of this 34-mile stretch to the telecommunications

backbone will result in complete system coverage along I-25 from Wyoming to New Mexico. To complete the

telecommunications backbone along I-25, the project installs the following:

e two conduits in a trench containing fiber optic cable running the 34 miles to be covered by the project;

¢ network gears and switches required to operate the corridor infrastructure;
e network access points, including manholes and pull boxes;

o closed-circuit televisions;

¢ variable message boards;

* a weather station; and
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¢ monitoring devices for collecting travel time information.

CDOT explains that it has already installed a telecommunications backbone along Interstate 70 from the Kansas
state line to Glenwood Springs, and is currently working to complete the backbone segment extending to the Utah
state line.

Cost assumption. CDOT adds a 20 percent charge to all project development for project design, plan reviews,
environmental and utility clearances, and other considerations such as contingencies, which accounts for $1.0 million
of the project cost. The department estimates that telecommunications infrastructure costs about $100,000 per mile,
or $3.4 million for this 34-mile section of infrastructure. The project also includes $1.6 million in hardware and
equipment. The right-of-way for the new length of telecommunications backbone is owned by the department.

PROJECT JUSTIFICATION

CDOT explains that the project directly supports and significantly improves public safety by supplying advanced
communications infrastructure to the public traveling along a rural corridor that regularly experiences severe weather
conditions and has limited communications infrastructure in place. The department says the project allows it to
accomplish the following three strategic objectives:

1. Facilitate the use of technology to quickly detect and verify traffic incidents, allowing CDOT to work with law
enforcement and emergency responders to ensure fast, appropriate levels of response to incidents, thereby
increasing the ability to save lives. Building out this technology will also allow the department to monitor and detect
rapidly changing weather conditions and quickly relay this information to travelers. This segment of the
telecommunications backbone will be interconnected with the Colorado Transportation Management Center in
Golden, which is responsible for disseminating statewide traveler information, including weather, traffic congestion,
and travel route information. Information is disseminated to travelers via message boards, phone apps, and other
means. CDOT also uses information from the backbone to make operational decisions such as when and how to
initiate road maintenance projects.

2. Extend foundational infrastructure required to support and operate "Connected Vehicles" applications, such as
vehicle-to-vehicle and vehicle-to-infrastructure communications. Connected Vehicles is part of the federal ITS
initiative, and envisions facilitating communication between vehicles and infrastructure to increase safety and mobility
and decrease the environmental impact of driving. Through communications interconnection, the ITS infrastructure
will help vehicles to avoid crashes while reducing traffic congestion and associated fuel use. A reliable, high-speed
communications network is required to implement Connected Vehicles technology.

3. Foster interconnectivity of transportation management centers with New Mexico as part of the Nationwide Public
Safety Broadband Network, and create a platform to work with Wyoming to provide levels of transportation services
that travelers expect. The project will also provide the ability for future interconnectivity from 1-25 along the eastern
portion of US 160, which would enhance broadband services in southeastern Colorado.

The department says failure to fund the project will result in a significant delay in improving safety for travelers along
the I-25 corridor while negatively impacting travel times.

PROGRAM INFORMATION AND IMPLEMENTATION PLAN

The department says participation in the ITS program and Connected Vehicles initiative requires use of a reliable,
high-speed communications network, such as its fiber optics telecommunications backbone. For information on
these federal programs, along with the practical applications of the backbone, see the Project Justification section.

CDOT notes that its fiber optics telecommunications backbone is used by its partners for a variety of public services,
as follows:

Higher education. Several higher education institutions, including the Colorado State University Fort Collins and

Pueblo campuses, the Colorado School of Mines, the Auraria Higher Education Center, and the University of
Colorado Boulder and Anschutz campuses, share the fiber optic backbone for internet traffic, supporting research,
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student services, and inter-campus communications. Using the backbone results in cost savings for the institutions
and students.

K-12 education. CDOT partners with the East Central Board of Cooperative Education to use the fiber optic
backbone between Denver and Burlington. This arrangement has provided high-speed connectivity to 18 school
districts, creating distance learning opportunities for students, saving money for the districts, and bridging the digital
divide.

Emergency services. CDOT has connectivity agreements with the Clear Creek County Sheriff's Office, the
Evergreen Fire District, and the Jefferson County Emergency Communications Agency, resulting in cost savings for
these agencies and support of public safety efforts. CDOT is also in discussions with the city of Colorado Springs
about using the fiber backbone to support Colorado Springs emergency services efforts.

Local transportation agencies. A number of local governments, including the city and county of Denver, Douglas
County, Summit County, and the cities of Lakewood and Colorado Springs, share CDOT cable and conduit to support
their traffic services.

Tertiary partners. Some entities have created partnerships of their own to use CDOT's fiber optic backbone
infrastructure. For instance, the Colorado School of Mines shares its backbone input with the National Renewable
Energy Laboratory for research purposes, and with the Jefferson County School District.

For project implementation, CDOT says it will initiate the project by contacting and establishing a broad-based
stakeholder group consisting of representatives from:

¢ CDOT engineering, maintenance, and planning;

e cities and counties;

e Transportation Planning Regions,

e Colorado State Patrol, including the Port of Entry Unit;
e local law enforcement;

e emergency responders;

¢ the Colorado Motor Carriers Association;

¢ the New Mexico Department of Transportation; and

¢ other interested parties.

CDOT plans to present the project, identify the project purpose and goals, and address opportunities for stakeholders
to work together by leveraging project infrastructure and related transportation services and applications. CDOT wiill
work with these stakeholders throughout and following project implementation to ensure that the project is
successful.

COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES

CDOT says this segment of the I-25 corridor is very rural in nature with limited to no communications infrastructure in
place, and that there will be significant benefits for travelers upon project completion from receiving real-time travel
time and road condition information. The department notes that the greatest benefits to the traveling public will be
safety-related, as the project will allow CDOT the ability to detect, verify, and communicate with law enforcement and
emergency medical services (EMS) to respond faster and at the appropriate level to incidents in the corridor. CDOT
says that national transportation studies regarding the benefits of improved communications infrastructure related to
incidents indicate that:

e incident response time was reduced by 42 percent;

¢ primary incidents were reduced by 35 percent;

e secondary incidents were reduced by 30 percent;

¢ weather-related incidents were reduced by 40 percent and overall incidents by 41 percent; and
e incident duration was decreased by 11 percent.

CDOT states that the project will significantly improve the probability that incident victims receive medical treatment
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within the “golden hour,” the phrase EMS use to refer to the time period lasting up to one hour following traumatic
injury being sustained by a casualty or medical emergency, during which there is the highest likelihood that prompt
medical treatment will prevent death.

CDOT calculates the safety benefit from the project will consist of:

e a reduction of 4.46 property damage-only crashes per year;
e a reduction of 2.07 injuries per year (note: injuries, not injury crashes); and
¢ a reduction of 0.17 fatalities per year (note: fatalities, not fatality crashes).

CDOT used values from the National Safety Council's Average Economic Cost per Death, Injury, or Crash, 2013
report, and found that these crash reductions equate to a crash reduction safety benefit of approximately $457,000
per year.

The department says that performance-related goals for the project have not been identified yet. However, it notes
that performance measures may include, but not be limited to:

¢ reduction of the fatality rate per 100 million vehicle miles traveled,;

¢ reduction of the serious injury rate per 100 million vehicle miles traveled,

¢ reduction of incident clearance time, which is the time from when the incident is reported to the time the incident is
cleared; and

o reduction of incident duration time, which is the time from when the incident response team arrives on scene to the
time the roadway is cleared.

SECURITY AND BACKUP / DISASTER RECOVERY

According to CDOT, this project will help provide network redundancy in southern Colorado for ITS devices such as
roadside video cameras, travel time monitoring devices, variable message signs, and road and weather information
stations along the 1-25 South/State Highway (SH) 160 West corridor. The project will also provide a geographically-
critical redundant multicast video system that will be hosted in Pueblo, which is the current CDOT disaster recovery
site. CDOT says this will provide real-time video of the I-25 South corridor and SH 160 West, including Wolf Creek
Tunnel, and can be expanded as a redundant site for the entire state. The multicast video system is used by CDOT,
Colorado State Patrol, and numerous local agencies and private partners.

BUSINESS PROCESS ANALYSIS

CDOT says that this project is designed to extend fiber optic telecommunications along I-25 to provide complete
system coverage from Wyoming to New Mexico. This coverage allows it to complete strategic objectives surrounding
traffic safety, emergency response, weather conditions tracking, mobility, and interstate connectivity, as outlined in
the Justification section.

PROJECT SCHEDULE
Start Date Completion Date
Design July 2016 October 2016
Construction October 2016 July 2017
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OPERATING BUDGET |

The department expects the operating impact of the project to be about $30,000, and says this cost will be
absorbed within its $25 million annual ITS operating and maintenance budget.

| STAFF QUESTIONS AND ISSUES

1. If this project is not funded through the capital construction process, does the department plan to complete the
project using other resources? If so, what resources will it use and what would be the estimated time frame for the
project’'s completion?

CDOT does not have a specific funding source to complete this project. Without CDC funds, CDOT has no ability to
predict if, or when, this project would be completed.

2. The project request information indicates that the project will help the department prepare for and support the
federal Connected Vehicles Initiative. Is the federal government providing any funding to states that participate in this
initiative?

CDOT has applied to the federal government for funding to support participation in the Connected Vehicles Initiative.
Unfortunately, CDOT was unsuccessful in securing federal funding.

3. When does the department expect to build out fiber optic backbone infrastructure along Highway 160?

Eagle Net fiber on SH 160 west of I-25 is complete from 1-25 to Southfork; CDOT has 24 strands. Region 5 has
funds to build approximately 15 miles of additional conduit and fiber west from Southfork to the base of Wolf Creek
pass. They are 4 miles short given the amount of funding they have. We're working with Region 5 on a trade
agreement with Eagle Net to provide the 4 miles needed. Such a trade could also increase the length of fiber that
could be installed, taking the route over Wolf Creek, but a few more dollars could get the length to the bottom of the
west side of the pass. Regarding fiber from Wolf Creek pass to Durango, Eaglenet is seeking funding/partners to
build. This is not a top priority and the last report stated that it could be five years out.

4. 1s CDOT working with OIT on this project at all? If you are, please describe OIT’s engagement in the planning
process in terms of evaluation, suggestions, and recommendations.

We have been in contact with OIT staff regarding broader technology initiatives for CDOT, but not directly related to
this request.
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OTERO JUNIOR COLLEGE
CAPITAL CONSTRUCTION - INFORMATION TECHNOLOGY FUNDING REQUEST
FY 2016-2017

ESTIMATE UNIT TOTAL
DESCRIPTION QUANTITY COsT ESTIMATED COST
STORAGE AREA NETWORK SYSTEM S 125,000
SAN MANUFACTURED BY "NUTANIX"
REPLACE OUTDATED SYSTEM
CORE SWITCH REPLACEMENT S 250,000

NEW CORE SWITCH - HEART OF NETWORK OPERATIONS
DIGITAL SIGNAGE - DIRECTORY SYSTEM
MONITOR & CONTROL SYSTEM S 17,500
UPGRADE CAMPUS SIGNAGE & DIRECTORIES

TELEPRESENCE UNITS 15 & 15,000 $ 225,000
DISTANCE EDUCATION

CLASSROOM PROJECTORS 20 S 1,000 S 20,000

TROXELL E-BEAM
UPGRADE CLASSROOM TECHNOLOGY

TOTAL FUNDING REQUEST S 637,500




Form CC-P
Five-Year Capital Construction Program FY 2016-17 to FY 204Prepared By: Cliford Kitchen
Phone: 719-549-3291 E-Mail: clifford.kitchen@pueblocc.edu

Agency or Institution: .
Pueblo Community College

Budget Year

. _— . Total Project . - Year Two Year Three Year Four Year Five
Project Title: Funding Source o Prior Appropriation R’:egtégslte?(]r?l Request Request Request Request
Critical Core Technology Capital Construction [CCF $1,490,050 $0 $1,490,050 $0 $0 $0 $0
Infrascture Funds
Priority: 1 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Fa Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $1,490,050 $0 $1,490,050 $0 $0 $0 $0
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CC-IT: CAPITAL CONSTRUCTION INFORMATION TECHNOLOGY REQUEST FOR FY 2016-17

Agency or Institution:| Pueblo Community College Department or Institution ilggr?\llj;: W—/ 9,]/4 ,// o+~
Project Title|Criticat Core: Technology infrassuciure CCHE i'g:?;y: Xq WW’ 9 W 3/.4 :3/ / 5 [
Project Year(s): |FY 20162017 o i;f:;‘;‘: 4 .
Agency or Institution Priority Number: [+ 0SPB i?:raot:;ﬁ e

Program Plan|No Name and e-mail address of preparer:
::ﬁ:':i?::mh::m: No Total Project Costs L‘::;:::;‘I:‘;r ’c";r:';;?:zl;“f— Year 2 Request : Year 3Request | Yeard Request. Year § quest
1) |Land /Euilding Acquisition: $ - $ = - $ = $ = $ - -
(1) |Consultanis/Contacters $ - $ - $ - $ - $ - $ - $ -
(2) |2 $ - |8 - $ - |8 - |8 - 18 -
(3) $ - $ & $ s $ E $ & $ - $ -
(4) |3raining $ - $ - $ - $ - $ - $ - $ -
(5) |Lessad Space (Temparary} $ - $ - $ = $ - $ = $ % $ -
(6) |Faasibiity Study $ - $ - $ - $ = $ = $ 5 $ =
(7a) ion: for Professionat Services $ - $ - |E$= == $ - $ - $ = $ =
| (7b) ion Percentage Applizd 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
| (8) |9ther Servicag/Costs $ - $ - $ - $ = $ = $ = $ -
(9) | Total Professional Services $ - $ - $ = $ - $ - $ N $ -
(1) |{=h Hew {G5F): $ - $ - $ - =
Hew jasE e e T =
(b} R2novate GSF: $ - _|E§ = - |8 - Is _
(2) |Rencvate 5. /GSF o 5! = T v
(3) |sie Works i e < -
(4) [Other {8 $ - = - $ = $ 2 $ g
on for Construction $ - $ —- $ - $ E: $ & $ -
on Percentage Applisd 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
(6) | Total Construction Costs $ - $ - $ 5 $ - $ - $ - S -
(1) |Softeare COTS $ - $ 5 $ 5 $ % $ % $ =
(2) |Software Buiit $ - $ - $ = $ = $ = $ =
| (d4a) |Infistion on Softwiare $ - $ - | - $ - $ = $ - $ -
'(4b) |Iatistion Percentage Appliad 0.00% - 0.00% 0.00% 0.00% 0.00% 0.00%
5) | Total Software $ - $ - $ = $ = $ = $ - $ -
(1) |servers $ 392,350 | $ - $ 392,350 | $ = $ = $ & $ -
(2) |PCs, Laptops, Terninals, PDAS $ B $ = $ = $ = $ =
Printers, Scanners, ¥ $ = $ = s = == § = $ - $ - $ -
$ 906,700 | $ - $ 906,700 | $ - $ - $ = $ -
$ 191,000 | § - $ - 191,000 | § - $ = $ - $ -
(6) | Miscellaneous $ - $ - $ 5 $ s $ = $ - $ -
(7) | Total Equipment and Miscellaneou: $ 1,490,050 | $ - $ 1,490,050 | $ - $ - $ - $ -
Costs =
F. |Operating Cost
| (1) |Maintenance Costs $ - $ - $ » $ = $ B $ -
| (2) |Repair Costs $ - $ - $ - $ - $ - $ -
[ (3) | Staffing/Employee Costs $ _ |s N $ ~ Is = s A 2
(4) |Other $ - =
5) [ Total Operating Costs $ - $ - $ - $ - Is - [$ - Js -
Total Project Costs $ 1,490,050 $ - - $ 1,490,060 $ - $ - $ - $ -
(1) |55 for New $ - $ - - $ - $ - $ & $ =
(2) 1107 fer Renovation $ - S - - = - - =
3) | Total Conti 3 - - - - - - -
“1. | Total Budget Request [F+G(3 $ 1,490,050 | § - - 1,490,050 - - - -
GF[ § 1,490,050 | $ - 1,490,050 | $ - $ - $ = $ -
8 = $ - = $ = $ - $ = $ -
RF| § - $ - - $ - $ = $ - $ -
S = $ = $ = $ = $ = $ = $ -
check (shoud = H) $1,480,050 $0 $1,490,050 0 0 0 0




DEPARTMENT OF HIGHER EDUCATION Jom 1t Hionoaper

PUEBLO COMMUNITY COLLEGE Governor
FY 2016-17 IT Capital Budget Request v e
June 26, 2015
e i P
Signature Date

Department or CCHE Capital Construction Priority: 1
Critical Core Technology Infrastructure Project

. g Total Cash Federal
Summary of Capital Construction Request Funds GF Funds* Funds
FY 2016-17 $1,490,050 | $1,490,050 $0 $0
FY 2017-18 $0 $0 $0 $0
FY 2018-19 $0 $0 $0 $0

*For Higher Education institutions, please make a notation here if the institution is participating in the Intercept
Program.

Request Summary:

Pueblo Community College is requesting $1,490,050 to replace and upgrade components of the core
technology infrastructure serving the college. Critical infrastructure systems include both physical and
virtual systems deemed vital to the operation of the college, the loss of which would have a debilitating
impact on the ability of the college to continue to function. The continued and constantly increasing
reliance due to disruptive innovation of ever changing technologies which are required to provide effective
education for our students makes it imperative that PCC maintains and advances its technology base.

Project Description:

The Core Infrastructure Technology Project will involve the replacement of existing systems that are at end
of life with limited to no support and to upgrade systems that are at maximum capacity. Additionally, the
need to be a borderless campus; supplying and supporting increased collaborative and online learning
environments driven by the need to meet the continually changing demands of training for industry is
driving our need to upgrade / replace systems (both physical and virtual). These upgrades / replacements
are essential to meet the needs of students, faculty, and staff across all college departments effecting all
four campus locations. With the continuous advent of aggressive changes in technology and educational
need in the world, PCC needs to evolve and stay competitive to effectively educate our students. Core
technologies to be replaced / upgraded include PCC’s data storage and disaster recovery (data backup and
recovery) technology, primary network switches, media delivery hardware, collaborative conferencing

solutions, and network wireless technology.
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Upon implementation the obsolete system components will be removed from service and be disposed of
through the surplus property disposal / transfer process. The new technologies will be covered with
appropriate licensing and maintenance agreements and all agreements will be updated to reflect changes in
required technology to be covered.

This project is not part of any project appropriated in a previous year.

Background and Justification:

Every year PCC has diligently worked to utilize general and grant funds for the renewal and replacement of
technology. With the vast advancement and changes in educational needs that have taken place in recent
years, the use of technology of all types has become a required part of every curriculum at PCC. Due to the
huge changes in educational and world culture requiring the need to significantly add to existing
technologies and to incorporate new and additional technologies; our abilities to replace aging technology
has been limited. Although we continue to replace a significant amount of technology each year from
general and grant funds, a significant amount of the infrastructure technology that PCC requires for our
base operations is at end of life / support. This means that these technologies can no longer be upgraded or
maintained by support contract. In case of failure; PCC could see excessive downtime for part or all of the
college.

The network switch technology that controls networking and communications systems in some of our
buildings is reaching end of life and would be considered catastrophic should it fail, in that student and
administrative systems would have the potential of being down for days or weeks if failure were to occur.
Much of the technology that we will be replacing with this funding has a 10 to 15 year usable life and we
are at the end of these spans. We are approaching the state of being at risk of permanently loosing data due
to antiquated backups using tape drive equipment and disk storage equipment that is at or approaching end
of supportable life.

Many of our campus locations utilize various forms of video conferencing and collaborative learning
technologies to instruct and to support remote students. The ability to have our faculty / staff reach out to
them with collaborative learning techniques are key to their success and to our mission. By 2016 our
current systems will be unable to accommodate this style of learning. Based on trends in the educational
industry in accordance with our strategic plan we should be increasing the uses of this type of technology
and at this time we unable to move forward.
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Implementation Plan

The responsibility for sizing, quoting, ordering, and implementation of the Core Technology Project will be
the Information Technology Services staff at Pueblo Community College. They will be supported by
technology vender consultation and pre-sales engineers from vendors where products are purchased
working in conjunction with PCC IT Staff . The majority of the improvements and upgrades will be
performed behind the scenes of the PCC students and staff. Products will be installed as part of upgrade /
replacement windows with minimal to no downtime for the college. End-users will continue to operate with
little to no downtime. In most cases they will start to see immediate improvements in performance and
usability.

Planning will take place and will be communicated with management to avoid and eliminate unexpected
outage or downtime. Upgraded and / or installation of equipment in the server room will typically be
performed afterhours normal business hours and then schedules will be communicated for the rollout of any
equipment that has direct impact on the end user.

Alignment with OIT Best Practices

The Information Technology Department employees have many years of experience in the deployment and
implementation of all the types of technology that will be purchased. The department also has close ties
with all associated hardware venders and with the Colorado Community College System IT Department
and with other Colleges’ IT staff throughout the system. PCC adheres to System IT policies and procedures
to ensure compatibility with system wide upgrades, connectivity, and performance needs. These
compatibility needs will be continued as part of this project.

Cost Savings and Improved Performance Outcomes

We anticipate immediate soft cost savings upon installation of certain equipment because of significant
performance increases due to faster and more reliable technology. Although hard to measure, the
performance increases combined with efficiencies will improve the performance and educational
capabilities for our students and staff. The major cost savings will be the ability to withstand and eliminate
the huge costs associated with unplanned outages that will arise if we don’t move forward with the
replacement of these technologies. The costs and issues associated with having individual buildings or the
entire campus down from hours to weeks due to not having parts could me monumental. We need to avoid
this potential.

Security and Backup/Disaster Recovery

All implementations that are part of this plan will be carefully planned moving forward in a systematic
nature. If critical problems arise, in most cases the old technology can be temporarily placed back on line in
a worst case scenario. All data related systems will be backed up and be proved capable of restoration prior
to changing out systems. Support personal / contracts will be in place on all systems prior to moving
forward with replacement. Training and knowledge will be in place for PCC’s IT staff on all new systems
prior to placing them in production.

Business Process Analysis

Months of analysis and planning has been performed to identify and track systems that are to be replaced
by this project. The project is designed to improve equipment performance due to technological advances
in the area of storage, server processing, analytics, and security. Our staff as well as technical staff and
engineers from various vendors have reviewed the technologies and associated plans. We fully believe we
will be improving performance and reliability of all systems affected by this upgrade and that the updated
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systems will provide a significantly increased level of reliability and performance thereby increasing
productivity of students, faculty, and staff.

Systems Integration Opportunities

PCC adheres to System IT policies and procedures to ensure compatibility with system wide upgrades,
connectivity, and performance needs. All systems that are installed are designed in such a way as to ensure
interoperability with the technologies throughout the system due to stands based design and
implementation.

Program Plan
Request for waiver submitted with this request — Project total under $2,000,000

Life Cycle Cost (LCC) Analysis and Project Alternatives
Not applicable with this request. The project is being submitted because the components to be upgraded /
replaced are at end of usable lifecycle.

Consequences if not Funded:

As discussed in the “Background and justification” section, if this project is not funded we will be at risk of
not being able to replace critical core technologies in a timely fashion which could result in extended
downtime. This would cause major disruptions in our abilities to hold effective classes for our students.
Downtime could also cause major disruptions in our ability to perform administrative functions across all
functional areas of the collage such as enrolling students, managing finances and general college
administration, and etc.

Operating Budget Impact:

Pueblo Community College currently has budget line items for ongoing costs for the technologies
discussed. These costs primarily include recurring maintenance agreements and support agreements. The
technologies discussed do not necessarily include any significant additions that would increase our
currently budgeted costs for ongoing maintenance and services. Based on review, PCC expects minimal
increases above normal inflationary rates as a result of this project.

Assumptions for Calculations:
The following table provides estimation of costs based on price quotes, broken out by the type /
classification of technology. .

ID Technology Qty Estimated Total Cost
1 | Core Network Switches / Associated Backup Power 1 $741,700
Various Models based on Building
2 | Disk Storage Solutions 1 $217,600
3 | Network Wireless Solutions 125 $165,000
4 | Collaborative Conferencing Solutions 1 $191,000
5 | Servers (virtual / physical components) 7 $174,750
Totals $1,490,050
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Core Network Switches - Detailed as a single line item. The cost is comprised of multiple switches
and associated components to include replacements / upgrades of various models of enterprise level
switches to replace those that are going end of life. Switches are located in multiple campus /
building locations across PCC along with associated power backup technologies. The switches
comprising the line item cost are sized by the number of access points, computers, projectors,
printers, telephones, and other devices that are connected to them.

Disk Storage - This solution is comprises the category of hardware used to store the electronic data
for PCC, including storage for data for students, faculty, and staff. The electronic storage includes
fault tolerant disk arrays and technologies to meet the needs of centralized data center storage.

Network Wireless Solutions — The predominate method of connectivity for PCC’s mobile
technology brought on campus by our students and used for instruction is through wireless
networks. Approximately 40% of our technology that provides wireless coverage needs replaced
and / or upgraded in order to continue to provide comprehensive and adequate wireless access for
our students and staff.

Collaborative Conferencing Solutions - One of the major initiatives and uses of classrooms for the
future is the implementation and deployment of collaborative distance learning in the use of
collaborative video and audio conferencing technologies to enable the connectivity to students
between campus locations and from off the campus. The current bridge technology that controls the
connectivity and provides the ability to connect multiple rooms and off campus locations into a
single conference and associated technologies will be unsupported in the next year. The upgrades /
replacement of this technology in order to provide for and increase our collaborative distance
learning courses.

Servers (Virtual and Physical Components) — PCC manages and maintains multiple servers
supporting the Instructional and Administrative networks. These servers support file and print,
Internet Web sites, Security Systems, Video, Telephony, Learning Repositories and etc. Several of
the server blade components for as well as physical servers will be unsupportable and / or will not
meet required performance specifications.

Supplemental Justification (if necessary):
Not Applicable

ADDITIONAL REQUEST INFORMATION

Please indicate if three-year roll forward spending Yes XX No

authority is required.

Date of project’s most recent Business Process Analysis: N/A

Please provide the link to the Business Process Analysis or N/A

attached the first page of the analysis to this document:

Request 6-month encumbrance waiver? O Yes XX No

New construction or modification? O New O Renovation
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U Expansion

U Capital Renewal

Total Estimated Square Footage ASF GSF
;/se;rrl;s a continuation of a project appropriated in a prior O Yes %X No
If this is a continuation project, what is the State Controller

. N/A
Project Number?
ESTIMATED PROJECT TIME TABLE

Steps to be completed Start Date Completion Date

Core Network Switches August 2016 April 2017
Disk Storage November 2016 December 2016
Student Wireless Solutions November 2016 | May 2017
Collaborative Conferencing Solutions July2016 June 2017
Servers (Virtual and Physical Components) July 2016 June 2017
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Pueblo &%

Community College

June 26, 2015

Colorado Department of Higher Education
1380 Lawrence, Suite 1200
Denver, CO 80204

To Whom It May Concern:

Pursuant to CDHE program plan instructions, we are requesting a program plan waiver for the Core Technology
Infrastructure Project. The disruptive innovation of a continually changing technological environment has
created shortfalls in the technology needs of our college. The college has been required to continually invest in
improved technology while we have continuing demands and needs to update our technology infrastructure.
Our students come to our campuses with the expectation to have a borderless access to technology using
various types of devices utilizing a vast array of programs and software.

The estimated cost of the project is $1,490,050 which is below the $2,000,000 threshold for program plans. The
cost estimates were derived from analysis and quote projects from the current technology market. The college
has handled many projects of this size, scope, and nature but cannot keep pace with costs. We anticipate a slight
increase to operation and maintenance costs, but this is primarily due to normal inflationary adjustments.

| appreciate your consideration of the request. Please feel free to give me a call if you have any questions
equating this request.

Sincerely,

Jon Brude
Chief Business Officer

Pueblo Campus Southwest Colorado Community College Fremont Campus
900 W. Orman Ave. 701 Camino del Rio | Durango, CO 81301 51320 W. Hwy. 50
Pueblo, CO 81004 970.247.2929 Cafion City, CO 81212
719.549.3200 33057 Hwy. 160 | Mancos, CO 81328 719.296.6100

970.565.7496

Visit www.pueblocc.edu | toll free 888.642.6017



Form CC-P IT

Five-Year Capital Construction Program FY 2016-17 to FY 2020-21

Prepared By:

Bret Naber

Agency or Institution:

University of Northern Colorado

Phone:

970-351-1887

E-Mail:

bret.naber@unco.edu

Budget Year

Renovation

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEEF I VEE TS VALY IRy VLT (A
EY 2015-16 Request Request Request Request
Capital Construction |CCF $3,123,300 $0 $3,123,300 $0 $0 $0 $0
Wireless and Network Upgrade Funds
IT1 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $3,123,300 $0 $3,123,300 $0 $0 $0 $0

Budget Year

Renovation and Expansion

Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEET IO VG TIRER VEEY (ROXT7 YEED (R
EY 2015-16 Request Request Request Request
DataCenter Hardware Upgrade Capital Construction |CCF $2,500,000 $0 $0 $2,500,000 $0 $0 $0
Funds
Priority: |IT 2 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $2,500,000 $0 $0 $2,500,000 $0 $0 $0

Budget Year

Renovation

" o n . . . Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation R:\?L;Zi;(lrel Request Request Request Request
Voice and Storage Upgrades Capital Construction |CCF $900,000 $0 $0 $0 $900,000 $0 $0
Funds
Priority: [IT 3 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $900,000 $0 $0 $0 $900,000 $0 $0

Budget Year

Renovation

. Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation RFe‘?;Zslts-erel Request Request Reses: ReaES:
Backup and Recovery Systems Capital Construction |CCF $600,000 $0 $0 $0 $0 $600,000 $0
Funds
Priority: |IT 4 Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: |F4 Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $600,000 $0 $0 $0 $0 $600,000 $0

Budget Year

. . . . . - Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 ReGEs RSt ReaeEs Reaes
FY 2015-16
Capital Construction |CCF $0 $0 $0 $0 $0 $0 $0
Funds
Priority: Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $0 $0 $0 $0 $0 $0 $0
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CC-IT: CAPITAL CONSTRUCTION INFORMATION TECHNOLOGY REQUEST FOR FY 2(116—17

Signat
Agency or Institution:|University of Northern'Colarady Department or Institution A::fu\\:arﬁ L) L) l
G " . i Signature
Project Title Wireless Expansion and Modernization CCHE Approval: Sl
Signature
je :|FY 2015 -2016
Project Year(s): OIT Approval: Date
O ! 1 Signature
Agency or Institution Priority Number: 05PB Approval: e
Program Plan|Yes Name and e-mail address of preparer: bret.naber@unco.edu
Revision? Yes No Total Prior Year Current Request
e it e Total Project Costs Appropriations ; Year 2 Request Year 3 Request Year 4 Request Year 5 Request
1) |Land /Building Acquisition - 3
(1) |[c /Contactors S 50,000 | § - S 50,000 | § S 5 S
(2) |Quality Assurance S : S E S & S S s
(3) |Independent Verification and Validation $ 2,500 | § s 2,500 | S $ $ S
(IV&V)
(4) [Training s S $ = s - 15 $ S
| (5) [teased Space (Temporary} $ - |3 s 3] 6 = 1% $ s
| (6) |Feasibility study $ s s =18 $ $ A )
(7a) |Inflation for Professional Services S - $ - $ - $ - $ - $ = $ -
(7b) |Inflation Percentage Applied 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
|_(8) JOther Services/Costs S - S - S - S : S - $ - S =
(9) [Total Professional Services 3 52,500 | § $ 52,500 | 5 $ S .
(1) |(a) New (GSF):
New $ JGSF
(b) Renovate GSF: $ - s [s TR [s [s [s -
(2) |Renovate JGSF
(3)_|Site Work/Landscaping
(4) |Other (Specify) 3 |5 s el S S 5 E
[ (5a) [inflation for Construction $ LS G ] ==l S - s -8 I :
(5b) |inflation Percentage Applied 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
(6) |Total Construction Costs 5 - |5 $ | $ - | S - |5 - $
(1) |Software COTS S - s - S - S - H s S
(2) |Software Built s . S - B A S i 4§ B $ $ =
(4a) [infl on Software s 2 s & $ 5 S , S - S . $ N
'(4b) |inflation Percentage Applied 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
(5) |Total Software 5 o ) ] 5 S 5 - |5
(1) [Servers $ S $ = $ S 3 $ -
(2) |PCs, Laptops, Terminals, PDAs s S s - S - $ $ S :
(3) |Printers, Scanners, Peripherals S o $ - s - 1S - |3 $ L
(4) [Newiork e JCabling s 2,970,800 | § s 2,970,800 [ $ 5 £ -
(5) |other (Specify) S - |s 3 - |5 $ $
6) |Miscellaneous S - IS $ = S =13 S ) S -]
(7) |rotal Equipment and Miscellaneous Costs | § 2,970,800 | S 2,970,800 | S - $ $ $
(1) |Maintenance Costs S - S S 36,500 | § - s - $ - S
(2) |Repair Costs S - 8 S - $ - $ - $ - $ -
(3) |staffing/Employee Costs S - $ $ - $ - $ - $ -
(4) |Other 3 .
(5) | Total Operating Costs 3 B - Is 36,500 | 5 [s s B -
Total Project Costs $ 3,023,300 S - 3,023, S S - S $ -
(1) |5% for New (Switches are refurbed) S 100,000 | $ - $ 100,000 | § $ $ $ -
| (2) |10% for Renovation S - 1S - |$ - 1S - 13 $ - 1% :
(3) |7otal Contingency S 100,000 | - S 100,000 | $ = S - $ - S -
.Total Bud’iet Reiuest [F+G(3)] $ 3,123,300 | $ - | 3|123|300 $ - |3 - |$ - |3 -
GF| $ 3,123,300 | $ - |s 3,123,300 | § - |3 < s - s -
CFl $ LI K3 - |'$ ] - 1|$ - |s - 13
RF[ § - $ B $ s S - $ - ] - E3
FF[ S 2 $ = $ - $ - s = S S
¢heck (should = H) $3,123,300 s0 $3,123,300 $0 s0 50 50



C o L o R A D o John W. Hickenlooper

Governor

Kay Norton
Executive Director

University of Northern Colorado

FY 2016-17 Capital IT Request |7/24/15
w‘ e g-3-15
Signature o= Date

Department or CCHE Capital Construction Priority: IT #1

Wireless and Network Infrastructure Upgrade

Summary of Capital Construction Request Total Funds CCFE
FY 2016-17 $3,123,300 $3,123,300
e e e e B e T ey e == e . A S e |
Request Summary:

Replace UNC’s aging wireless and network infrastructure. This project would replace failing network
components, upgrade bandwidth capabilities, upgrade wireless coverage and increase functionality of
network. The upgrade will cost approximately $3,123,300.

Project Description:

This project will allow UNC to upgrade major network components in order to support modern wireless
controllers and access points, take advantage of increased bandwidth, and increase the ability to interface
with other devices. The upgrade will allow for more Power over Ethernet (PoE) connections enabling better
capability for other campus infrastructure such as building automation and security cameras. The current
wireless and network infrastructure is operating on 7 to 8 year old technology. The technology was purchased
during a large VoIP implementation. If this proposal is funded, UNC would not renew maintenance and
licensing on legacy hardware. The legacy hardware is of little to no value. UNC would evaluate the condition
and determine if it could be sent to surplus, bought back by the vendor or liquidated. During the project, we
will transition building by building in a rapid forklift implementation. We will work within well-established
maintenance windows to impact the campus as little as possible. UNC has recently upgraded bandwidth and
established a, recurring budget for UPS battery backup systems. In addition, UNC has upgraded and
implemented generators on campus. Power issues are a major concern for network devices. The planning
effort of UNC facilities ensures that network devices experience fewer surges, brownouts, and power losses.
Requests for wireless upgrades have been collected from UNC students, faculty staff through our campus
project request process. This upgrade will give UNC the necessary funding to bring the technology up to
current needs and standards and futureproof us for the next 5-7 years. Completing this project over several
years with small purchases does not allow for opportunities for bulk purchasing discounts and creates
compatibility issues with network devices as they change annually. This request is not a continuation of any
other project that has been requested.



Background and Justification:

This project is needed because the existing wireless technology is failing and has reached the end of its
useful life. There is also an increase in wireless needs from the modern student who relies on multiple
devices and requires more bandwidth for high definition media. In addition to the student and faculty
needs, more campus infrastructure relies on wireless technology. Building automation and life safety
equipment take advantage of the wireless infrastructure. Current network devices have become obsolete
and new standards have moved technology forward significantly. The new network hardware will be able
to provide Power over Ethernet (POE) and provide greater bandwidth for students and faculty. EXisting
equipment does not have the power capacity needed for modern wireless access points and other facilities
equipment. The funding is needed in order to upgrade the technology at one time saving upwards of a
million dollars over several years. Equipment is failing and has to be purchased as needed. We are not
able to take advantage of strategic purchases and increase functionality of new devices.

Implementation Plan

The University of Northern Colorado employs several IT specific project managers. A project manager
will be assigned and the original scope will be reviewed. Stakeholders and technical staff will attend a
kickoff meeting where project policies and procedures will be reviewed. One of the main procedures
reviewed will be the change management policy that includes communication plans to students, faculty and
staff. UNC has a well-defined maintenance window (Thurs, Sat and Sun 5am-7am) that will be used to
install equipment. This project will use a forklift type implementation. Network closets will be built in
parallel and switched over during maintenance windows. Access point installations will be scheduled with
building coordinators and communicated through our change management process. Training will be
provided through online sessions with Cisco. The project will take 9-10 months to complete. We will work
with and communicate with our IT governance group that includes Academic, Student and Administrative
units.

Start Date End Date
Procurement and Contracting May 2016 July 2016
Planning May 2016 August 2016
Training June 2016 August 2016
Execute/Implement September 2017 January 2017
Project Closure January 2017 February 2017

Alignment with OIT Best Practices

This project and network design aligns with industry best practices for network operation. Specifically
Cisco and SANs recommended best practices. This includes end user policies, authenticated access, and
encryption.

The project will follow the Project Management Institutes project implementation strategies.

Security and Backup/Disaster Recovery

This project will allow UNC to build a redundant and robust network infrastructure. The network is relied
upon for life safety and security devices. The increased capabilities will also allow for cameras and other
devices to be installed where power may not have been previously available. The increased wireless
capabilities include higher levels of encryption and security features. Current devices are on terminal
version releases which are more vulnerable to hacking and data loss.
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Business Process Analysis

The inadequacies of the wireless and network infrastructure were identified through our campus project
process and discussions with key leadership. Students have signed a petition asking for more bandwidth
and better wireless coverage. After the concern was identified we started a study to identify technology
requirements and equipment that had reached end of life. Current network devices are becoming obsolete.
We brought in several vendors and looked at several designs. We settled on two vendors. Due to the
recent purchase of Aruba by HP we decided that we would continue to invest in Cisco. We have internal
expertise in Cisco and we have had success in the past. We also used a 3" party vendor to review pricing
from Cisco. We had engineers at Cisco complete a site survey. The cost of the implementation was more
than UNC could fund at one time. We looked at possibilities to break the project up into phases that would
continue to move UNC forward and attempt to catch up with campus expectations. We have increased
bandwidth, border router capabilities, and reliability of power. In order to make the next upgrade, we need
significant funding to install switches with Power over Ethernet (PoE) in order to power wireless access
units. These items need to be completed together. During our analysis we have talked to several public
and private institutions about alternatives. We have done extensive research through Educause and other
research groups. The need for bandwidth through wireless is increasing at a 5 to 1 ratio. In order to
catchup with our Institutions needs we need one time funding to upgrade our network.

Systems Integration Opportunities

UNC wireless design and procuring strategies will be shared with other Colorado Higher Education
institutions. We meet with other Colorado Higher Education institutions on a monthly basis through the
Colorado Higher Education Computing Organization (CHECO).

Program Plan
The program plan provided describes the project, the project budget, the benefits, alternatives considered,
the reasons for choosing this approach.

Cost Savings and Improved Performance Outcomes

We have looked at several alternatives for hardware. We believe very strongly that the best choice for
UNC is Cisco equipment. We are heavily invested in Cisco from a staffing perspective and in
compatibility of equipment. If we were to select another competitor there is a slight cost reduction in cost
of roughly $100k. This savings is out weighed in ongoing maintenance, training, and compatibility. We
have used senior Cisco technicians to evaluate campus needs. UNC employs network engineers with Cisco
industry certifications. We completed several coverage and saturation studies to determine where coverage
is needed. We also used a third party, Info-Tech Research Group, to determine if our quote was as low as
possible. We have decided that we can use refurbished Cisco certified pre-owned equipment that can save
us up to $300k depending on availability of equipment.
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Cost-Benefit Analysis and Project Alternatives

Project Alternatives

No Action - Weakness

Bulk purchasing will save roughly 20%. Uncontrolled variable
expenses will be incurred in the operation budget as equipment fails.

No Action — Weakness

Students, staff, and faculty will not be able to take advantage of
increased bandwidth.

No Action — Weakness

System failures will occur impacting education activities, life safety
and building automation.

Multiple Vendors - Weakness

Purchasing equipment (Wireless Controllers, Access Points, and
Switches) together from the same vendor increases compatibility and
reliability. Staffing administration time will increase significantly if
several vendors supply equipment.

Alternative Vendor — Weakness

UNC infrastructure is built on Cisco equipment. Staff are trained and
certified on Cisco equipment. Cisco training resources are readily
available. Cisco TAC customer support has been very reliable and a
single vendor for support ensures accountably and problem ownership
when troubleshooting issues. Resources can be acquired very quickly
for outsourcing and staff backfilling if needed.

Alternative Vendor — Strength

Total cost of ownership for Cisco equipment tends to more expensive
than competitors.

Slow Rollout — Weakness

Technology purchase over several years will create compatibility
issues. Equipment will increase in cost year after year. Bulk
purchasing discounts will less substantial.

Slow Rollout — Strength

New technologies will emerge.

Consequences if not Funded:

Current hardware is at capacity and is past a typical lifecycle for this type of equipment. As this equipment
fails we be challenged to find support. We would also be required to make emergency hardware purchases
to replace failed equipment, which is end of life and has no manufacture warranty. Purchasing this
equipment as needed or as it fails is far more expensive than replacing it at one point in time. We would
lose major purchasing power that comes with a large bulk buy.

Operating Budget Impact:

We currently have the appropriate staffing to support this project and ongoing maintenance. The upgrade
would represent an additional $40k in maintenance annually for new networking gear. UNC can fund this

maintenance moving forward.
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Form CC-P

Five-Year Capital Construction Program FY 2016-17 to FY 2020-21

Prepared By:

Corey Kispert

Agency or Institution:

Phone:

303-866-6928

E-Mail:

kispert_c@cde.state.co.us

New Construction

Education
Budget Year .
Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEET IO VG TIRER VEEY (ROXT7 YEED (R
EY 2016-17 Request Request Request Request
Capital Construction |CCF $0 $0 $0 $700,000 $60,000 $61,200 $63,672
Data Warehouse Replacement Rl
Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $0 $0 $0 $700,000 $60,000 $61,200 $63,672
New Construction
Budget Year .
Project Title: Funding Source Total Project Cost Prior Appropriation Request Yr 1 VEET IO VG TIRER VEEY (ROXT7 YEED (R
EY 2015-16 Request Request Request Request
. Capital Construction |CCF $0 $0 $0 $710,000 $112,000 $114,240 $116,525
Security Upgrades
Funds
Priority: Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $0 $0 $0 $710,000 $112,000 $114,240 $0

Budget Year

New Construction

" o n . . . Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation R:\?L;Zi;(lrel Request Request Request Request
Capital Construction |CCF $0 $0 $0 $0 $800,000 $100,000 $102,000
Network Refresh
Funds
Priority: Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $0 $0 $0 $0 $800,000 $100,000 $0

Budget Year

New Construction

. Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation RFe‘?;Zslts-erel Request Request Reses: ReaES:
. . Capital Construction |CCF $1,132,800 $0 $0 $0 $850,000 $140,000 $142,800
Enterprise Backup/Data Protection Eiii
Priority: Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $1,132,800 $0 $0 $0 $850,000 $140,000 $142,800

Budget Year

New Construction

. . . . . - Year Two Year Three Year Four Year Five
Project Title: Funding Source Total Project Cost Prior Appropriation R:;u;gsltszrel Request Request Request Request
Database Server Refresh gap(i;al Construction |CCF $1,740,000 $0 $0 $0 $0 $1,500,000 $240,000
unds
Priority: Cash Funds CF $0 $0 $0 $0 $0 $0 $0
Purpose Code: Reappropriated RF $0 $0 $0 $0 $0 $0 $0
Funds
Gross Square Ft: Federal Funds FF $0 $0 $0 $0 $0 $0 $0
Project Type Total Funds TF $1,740,000 $0 $0 $0 $0 $1,500,000 $240,000
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